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Abstract

Background: The ability of healthcare to protect sensitive personal data in medical records and registers might influ-
ence public trust, which in turn might influence willingness to allow healthcare to use such data. The aim of this study
was to examine how the general public’s trust relates to their attitudes towards uses of health data.

Methods: A stratified sample from the general Swedish population received a questionnaire about their willingness
to share health data. Respondents were also asked about their trust in the management and protection of electronic
health data.

Results: A large majority (81.9%) of respondents revealed high levels of trust in the ability of healthcare to protect
electronic patient data. Good health was associated with significantly higher levels of trust compared to bad health.
Respondents with low levels of trust were significantly less willing to allow personal data to be used for different
purposes and were more inclined to insist on being asked for permission beforehand. Those with low levels of trust
also perceived risks of unauthorized access to personal data to be higher and the likely damage of such unauthorized
access worse, compared to those with high levels of trust.

Conclusions: Trust in the ability of healthcare to protect electronic health is generally high in Sweden. Those with
higher levels of trust are more willing to let their data be used, including without informed consent. It thus seems
crucial to promote trust in order to be able to reap the benefits that digitalization makes possible through increased
access and use of data in healthcare.
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Background information [3]. Trust is arguably particularly important
Trust has long been recognized as an important factor for ~ in the context of healthcare, where people may turn up
successful interaction in relation to many societal institu- ~ when they are especially vulnerable and where they need
tions [1, 2]. Its importance has been further stressed in  to rely on others on important and personal matters [4].
relation to acceptance of expanded access to personal Since distrust may reduce patients’ willingness to accept

others’ access to and use of their personal data, trust

has been pointed out as an essential aspect of successful
*Correspondence: sara belfrage@ki.se use of electronic health records and other electronically

Stockholm Centre for Healthcare Ethics (CHE), Department of Learning, stored health information [5, 6].
Informatics, Management and Ethics (LIME), Karolinska Institutet,
Tomtebodavagen 18 A, 171 77 Stockholm, Sweden

©The Author(s) 2022. Open Access This article is licensed under a Creative Commons Attribution 4.0 International License, which
permits use, sharing, adaptation, distribution and reproduction in any medium or format, as long as you give appropriate credit to the
original author(s) and the source, provide a link to the Creative Commons licence, and indicate if changes were made. The images or

other third party material in this article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line
to the material. If material is not included in the article’s Creative Commons licence and your intended use is not permitted by statutory
regulation or exceeds the permitted use, you will need to obtain permission directly from the copyright holder. To view a copy of this
licence, visit http://creativecommons.org/licenses/by/4.0/. The Creative Commons Public Domain Dedication waiver (http://creativeco
mmons.org/publicdomain/zero/1.0/) applies to the data made available in this article, unless otherwise stated in a credit line to the data.



http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/publicdomain/zero/1.0/
http://creativecommons.org/publicdomain/zero/1.0/
http://crossmark.crossref.org/dialog/?doi=10.1186/s12910-022-00758-z&domain=pdf

Belfrage et al. BMC Medical Ethics (2022) 23:19

Trust in healthcare may refer to trust in healthcare
providers and individual medical experts or trust in the
healthcare system as a whole [7]. Trust in health care var-
ies between countries [8]. As for variations within coun-
tries, a Swedish study indicates that such differences in
trust among the general public are primarily associated
with micro-level issues, such as interpersonal relation-
ships and the communication skill of healthcare pro-
viders—for instance, the patients’ perception of being
listened to and taken seriously [9].

Trust in healthcare is usually associated with patient
expectations being met in a benevolent manner and
patients being offered treatment when needed [4, 5]. Dis-
trust may be a result of previous expectations not being
met or with the absence, in the eyes of the patient, of a
shared understanding [4, 5]. Trust might colour patients’
perception of interpersonal relationships and outcomes
of treatments [10]. High levels of trust might develop
into positive feedback loops where trust is continually
strengthened; perceptions and attitudes influence behav-
iour, which in turn affects treatment outcome, which
influences perceptions and attitudes, which influence
behaviour, and so on [10]. Low levels of trust might work
in the opposite way, developing into negative feedback
loops [10]. Those who have high levels of trust in health-
care probably seek healthcare when needed, and high lev-
els of trust might also facilitate adherence to treatment. If
so, high levels of trust will have beneficial consequences
for patient safety. Expected effects for patients with low
levels of trust are in many respects the very opposite [10].

The area of e-health and the number of applications of
digital solutions in healthcare are growing rapidly, with
analysis of data on individuals’ health being a corner-
stone. This development gives rise not only to benefits to
individuals and society, but also to privacy concerns. Ben-
efits for individual patients include more efficient and safer
healthcare, increased possibilities for patient involvement,
and more personalised treatments through the use of big
data analytics [11-14]. Benefits for the collective, future
patients, and society at large include improved possibilities
for research on new treatments and organisational meth-
ods, quality assurance, identification of suitable treatments,
preventive measures for specific groups, and so on [11-14].

Privacy is a broad concept, linked with issues such as
secrecy and confidentiality, the protection of data from
unauthorized access, and the individual’s own control of per-
sonal information [15-17]. The present study concerns the
use of electronic health data and the general public’s attitudes
relating to privacy. While the relevance of trust has long been
stressed in the healthcare context in Sweden as well as inter-
nationally [7, 18, 19], there is still a lack of knowledge regard-
ing trust and willingness to share personal health data. How
does trust come into play and what are its effects?
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The aim of the present study was to examine the asso-
ciation between the general public’s trust in how health-
care manages and protects electronic health data and
their attitudes towards different uses of their electronic
health data from medical records and health registers.
Specific questions of the present study were:

1. Does the general public trust how healthcare man-
ages and protects electronically stored health data?

2. Does the individual’s level of trust in healthcare cor-
relate with attitudes towards use of electronic health
data for different purposes, and the disposition to
demand informed consent?

3. Does current trust in healthcare correlate with the
estimation of the risk of unauthorized access to
health data, and the seriousness of such access?

4. What background factors, if any, are particularly
associated with trust in healthcare?

Methods

The present cross-sectional study is based on a question-
naire survey developed and distributed by The Swedish
Agency for Health and Care Services Analysis, which also
presented overarching results in a report in Swedish [20].
Based on a reanalysis of data from this (first-time) survey,
a paper investigating attitudes concerning the use of per-
sonal health data has previously been published [11]. The
present study is also based on a reanalysis of data, specifi-
cally relating to issues of trust.

The study sample consisted of a stratified selection
(with 30 strata) of the Swedish population, 18 years old
and above (n=5460). Stratification concerned age and
geographical area. Stratification was motivated by the
fact that certain age groups tend to respond less fre-
quently than others to questionnaire surveys and the
ambition to obtain enough answers for statistical analy-
sis also from members of those groups [20]. The response
rate was 30% (n=1645/5460).

The questionnaire contained 60 questions. Ten of these
concerned the respondents’ background and three con-
cerned previous experiences of healthcare, while the
rest concerned views and opinions in six areas: the indi-
vidual’s access to her medical records; access to medical
records within the healthcare system; the individual’s
control over her medical records; the use of the medical
record for other purposes than the individual’s own care;
registries and databases where health data is collected;
and privacy risks of health data. Three of the questions
on views and opinions allowed free-text responses. Out
of the ten questions on background, one concerned
trust and seven were considered relevant for trust and
therefore used in the present paper (see Table 1). The
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remaining two background questions were not consid-
ered useful for analysis in this paper due to how they
were phrased.

In the present study, we focused on issues relevant for
trust in healthcare and how trust might influence the
respondents’ attitudes and judgments. We examined
associations between stated levels of trust in healthcare
and respondents’ inclination to allow the use of infor-
mation from their medical record for quality assurance,
medical research, and educational purposes—with or
without informed consent. Moreover, we investigated
to what degree current levels of trust influenced their
estimation of risk of unauthorized access and severity
of consequences if electronic health data are exposed
to unauthorized access. All questions analysed in this
study can be found in Additional file 1: Supplementary
materials.

Trust in healthcare was in the questionnaire speci-
fied as trust in how healthcare manages and protects

Table 1 Background characteristics of respondents
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electronically stored health data from unauthorized
access. Trust in this context refers to current trust and
how it might influence judgment and attitudes.

In the analysis, responses stating high or rather high
levels of trust in healthcare were collapsed into high level
of trust. Correspondingly, responses stating low or very
low levels of trust were collapsed into low level of trust.
These two categories were of central interest in the analy-
ses made in the paper. Results are presented as the pro-
portion of respondents with high levels of trust versus
respondents with low levels of trust in relation to differ-
ent background variables (Table 1) and to questions on
specific topics, such as accepted data use and informed
consent (Tables 2, 3, 4). The results are presented as
proportions with a 95% confidence interval; differences
between confidence intervals not overlapping each other
are considered as significant, comparable with a hypoth-
esis test with a significance level of < 0.05.

High-truster (n=1283)

Low-truster (n = 286)

In total (n=1569)

Sex
Man (n=680)
Woman (n=884)
Age
18-24 years (n=387)
25-34 years (n=344)
35-49 years (n=368)
50-64 years (n=335)

65 years and more (n=121)
Education
Primary school (n=201)
High school (n=654)
University (n=705)
Self-reported health status
Good or very good (n=1190)
Rather good (n=303)
Bad or very bad (n=72)
Knowledge about use of medical records
Good or very good (n=495)
Bad or very bad (n=1059)
Experience of working within healthcare
Yes (n=304)
No (n=1260)
Country of origin
Sweden or another Nordic country (n=1406)
Non-Nordic country (n=163)

81.9% (80.0-83.8)

82.1% (79.2-85.0)
81.8% (79.3-84.3)

85.5% (82.0-89.0)
83.7% (79.8-87.6)
80.4% (76.3-84.5)
78.8% (74.5-83.1)
77.7% (70.3-85.1)

74.6% (68.6-80.6)
82.4% (76.4-88.4)
83.3% (80.5-86.1)

84.2% (82.1-86.3)*

75.9% (71.1-80.7)
66.7% (55.8-77.6)

80.8% (77.3-84.3)
82.2% (79.9-84.5)

82.2% (77.9-86.5)
81.7% (79.6-83.8)

81.9% (79.9-83.9)
79.1% (72.9-85.3)

18.1% (16.2-20.0)

17.9% (15.0-20.8)
18.2% (15.7-20.7)

14.5% (11.0-18.0)
6.3% (12.4-20.2)
19.6% (15.5-23.7)
21.2% (16.9-25.5)
22.3% (14.9-29.7)

254% (19.4-31.4)
17.6% (11.6-23.6)
16.7% (13.9-19.5)

15.8% (13.7-17.9)*
24.1% (19.3-28.9)
33.3% (22.4-44.2)

19.2% (15.7-22.7)
17.8% (15.5-20.1)

17.8% (13.5-22.1)
18.3% (16.2-20.4)

18.1% (16.1-20.1)
20.9% (13.9-27.9)

Background variables of respondents in relation to their trust in how the healthcare system handles and protects patient information from unauthorized access. Very
or fairly high trust grouped as ‘'high-trusters; very or fairly low trust grouped as ‘low-trusters’ Results presented as proportions with a 95% confidence interval). A *
shows that the Cls are not overlapping (vertically), indicating that if a hypothesis test were conducted the p-value would have been <0.05
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Responses such as “I don’t know” and “I don’t have an
opinion” were excluded from the analyses. The number
of survey respondents providing such responses, together
with respondents choosing not to answer the question at
all, can be deduced from the tables where the number of
respondents of each question is reported.

The study was approved by the research ethical review
board in Stockholm (reference number 2018/872-31/5)
and was conducted in accordance with relevant legisla-
tion and ethics guidelines.
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Results

About four fifths of the respondents, 81.9% (95% CL
80.0-83.8), stated that they had a very or rather high
level of trust in how healthcare manages and protects
electronic health data from unauthorized access. Corre-
sponding proportion regarding trust in Swedish authori-
ties in general was 70.6% (95% CI: 68.4—-72.8).

Among those who stated that they experienced a good
or very good health, 84.2% (95% CI: 82.1-86.3) also stated
that they had a very or rather high level of trust in health-
care, compared to those who stated that they experienced

Table 2 Attitudes to different uses of electronic health data with or without consent

No never Yes with IC* Yes without IC*
Medical follow up and of the quality of health-
care
High-truster (n=1177) 2.1% (1.3-2.9) 47.2% (44.3-50.1) 50.7% (47.8-53.6)

Low-truster (n=243)
Research

High-truster (n=1173)

Low-truster (n=243)

5.8% (2.9-8.7)

2.3%(1.4-3.2)

7.0% (3.8-10.2)

Clinical education
High-truster (n=1142)
Low-truster (n=229)

3.3% (2.3-4.3)
10.0% (6.1-13.9)

66.2% (60.3-72.1) 28.0% (22.4-33.6)

59.4% (56.6-62.2)
68.7% (62.9-74.5)

38.3% (35.5-41.1)
24.3% (18.9-29.7)

66.0% (63.3-68.7)
69.9% (64.0-75.8)

30.7% (28.0-33.4)
20.19% (14.9-25.3)

The attitudes of those with high levels and low levels of trust (‘high-trusters’ and ‘low-trusters’), respectively, towards allowing authorized staff to use information in
medical records for quality assurance, research, and educational purposes. Results presented as proportions with a 95% confidence interval

*IC informed consent

Table 3 Perceptions of risks and consequences of unauthorized reading of medical records

I think the risk of unauthorized persons reading
information from my record would be high

| think the consequences for me if
unauthorized persons read my data would
be serious

High-truster (n=959/980)
Low-truster (n=209/211)

26.6% (23.8-29.4)
59.3% (52.6-66.0)

30.3% (27.4-33.2)
54.0% (47.3-60.7)

Estimations by individuals with high levels of trust (here ‘high-trusters’) and individuals with low levels of trust (here ‘low-trusters’) regarding the risk of unauthorized
access to medical records if different healthcare units were to share medical records, and valuations of the consequences of such access. Results presented as
proportions of those who responded “completely correct” or “fairly correct” with a 95% confidence interval

Table 4 Perceived seriousness of different actors accessing electronic health data

Trust Very serious
Healthcare staff involved in my care but who do not need access to that data High (n=1232) 32.8% (30.2-35.4)
Low (n=269) 45.4% (39.4-51.4)
Healthcare staff not involved in my care but who know me socially High (n=1245) 50.8% (48.0-53.6)
Low (n=280) 68.1% (62.6-73.6)
Employers/insurance companies/banks who gain access to the data and can evaluate me based on  High (n=1235) 77.1% (74.8-79.4)
them Low (n=269) 86.2% (82.1-90.3)
So called hackers who gain access to the medical record system and pass data forward High (n=1247) 88.7% (86.9-90.5)
Low (n=268) 91.8% (88.5-95.1)

Estimations by individuals with high levels of trust and individuals with low levels of trust regarding how serious it would be if different actors got access to their data
in medical records or registers. Results presented as proportions of those who responded “very serious” with a 95% confidence interval
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a bad or very bad health, where only 66.7% (95% CI: 55.8-
77.6) also stated that they had a very or rather high level
of trust in healthcare. Respondents’ perception of their
own health was the only background factor of those we
analysed (sex, age, education, health, self-estimated
knowledge of the use of medical records within health-
care, and own experience from working in healthcare)
that made a significant difference between those with
high and low levels of trust (Table 1).

Trust and the use of electronic health data

with and without informed consent

A majority of the respondents stated that they were pre-
pared to allow the use of digital information from medi-
cal records and health registers for quality assurance of
healthcare, for research purposes, and for clinical edu-
cation under certain conditions. The level of trust in
healthcare was associated with respondents’ willing-
ness to allow these uses with and without informed con-
sent. Significantly more of those with high levels of trust
accepted the use of health data without informed consent
compared to those with low levels of trust. The propor-
tion requesting informed consent was higher for both
high-level and low-level trusters when asked about use
for medical research and even more so for clinical educa-
tion, compared to use for quality assurance (Table 2).

Trust and estimation of risks and severity of consequences
The relations between respondents’ trust in health-
care and their estimations of (a) the risk of unauthor-
ized access when healthcare units share medical records
and (b) the severity of the consequences if their medi-
cal records were to be exposed to unauthorized access
were also examined. Those with high levels of trust esti-
mated the risks as significantly lower [26.6% (95% CI:
23.8-29.4)] than did those with low levels of trust [59.3%
(95% CI: 52.6—66.0)]. Those with high levels of trust also
thought consequences would be serious if unauthorized
persons accessed their medical records [30.3% (95% CI:
27.4-33.2)] to a significantly lower degree than those
with low levels of trust [54.0% (95% CI: 47.3-60.7)]
(Table 3).

The estimation of how serious different kinds of unau-
thorized access would be was also investigated in relation
to trust. A difference between those with high and those
with low levels of trust was identified. This difference var-
ied depending on the nature of the unauthorized access.
Staff reading information from a patient’s medical record
without having a professional need to do so was consid-
ered a more serious action by those with low compared
to those with high levels of trust. The more serious the
action was considered to be by all respondents, the lesser
the difference in estimation of seriousness between the
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groups. For instance, there was no significant difference
among the two groups if the action concerned hackers
who got access to electronically stored sensitive personal
information and spread it (Table 4).

Discussion

The level of trust is high and seems to influence views

on health data use

The results of this study suggest that there is considerable
trust in Swedish healthcare and its ability to protect elec-
tronic health data among the respondents. Prior results
show that the Swedish population has a significantly
higher level of trust in healthcare as well as in other pub-
lic authorities compared to other European countries and
to the U.S. [8, 21, 22]. However, the results of this study
also show that the respondents’ attitudes towards the
use of their health data varied with their level of trust in
healthcare. Those with low levels of trust were less will-
ing to allow personal data to be used for different pur-
poses and were more inclined to insist on being asked
for permission beforehand. Those with low levels of trust
also perceived risks of unauthorized access to personal
data to be higher and the likely damage of such unauthor-
ized access worse, compared to those with high levels of
trust. Our interpretation is that trust influences attitudes
and judgments in these respects.

Among both those with high and those with low levels
of trust, rather few respondents rejected use of medical
records for quality assurance, medical research, or clini-
cal education purposes, i.e., for uses beyond their own
immediate health interests. However, among those with
high levels of trust, the proportion of respondents reject-
ing such uses was lower than among those with low lev-
els of trust. There was a tendency among both those with
high and those with low levels of trust to perceive quality
assurance as a more acceptable use than medical research
and even more so than clinical education purposes, even
though the latter group was less positive than the for-
mer towards all uses. Quality assurance might perhaps
be understood as more directly linked to the quality of
present patients’ care, whereas research might be under-
stood as generating less immediate benefits. Although it
should be obvious that clinical education is a precondi-
tion for the existence of professional healthcare and high-
quality treatment, use of data for educational purposes
was treated with greater caution by the respondents.

Also a majority of those with high levels of trust
regarded informed consent as a precondition for accept-
ing that their medical record be used for medical research
or clinical education. Nevertheless, trust seems to have
influenced the responses, since those with low levels of
trust to a greater extent considered informed consent a
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precondition for their approval. This is in accordance
with previous studies [23, 24].

If our analysis is correct, it is imperative to maintain
and increase the level of trust among the public, as this
seems to be a precondition for broad acceptance of the
use of health data for purposes of important social value
beyond the benefits of the individual patient. Mecha-
nisms of trust therefore warrant further study [18].

Levels of trust associated with self-reported health
A surprising result was that self-reported good health
was associated with high levels of trust while self-
reported bad health was associated with lower levels of
trust. One explanation of this result could be that those
with good health have fewer contacts with healthcare
and therefore fewer potential occasions where they might
get disappointed, while those in poor health have more
contacts with healthcare and to a greater extent lose
trust due to experienced realities. However, the result
disagrees with some prior findings for which the opposite
pattern of explanation was offered in [23]. Based on our
result, we suggest that one’s trust in how healthcare han-
dles electronic health data is influenced by one’s general
trust in healthcare. It is known from previous studies that
patients with negative healthcare encounters mistrust
healthcare to a greater extent [9]. Another possible inter-
pretation, in line with the feedback loops described in
the introduction, is that those with limited trust tend to
underestimate their own health status, while those with
higher trust tend to do the opposite.

The connection between levels of trust, feel-
ing wronged, and levels of health needs to be further
explored.

Estimations of risks influenced by trust

The results of this study further indicate that trust in
healthcare is associated with estimations of risks of unau-
thorized access to health data, and the severity of con-
sequences following of such unauthorized access. Those
with high levels of trust tend to estimate risks as lower
and subsequent consequences as less serious, compared
to those with low levels of trust. Relations between levels
of trust and estimations of risk have been reported previ-
ously [18].

In other words, trust seems to influence the percep-
tion of reality. One way to interpret this is that one learns
through previous experience what to expect (correct or
not) about risks and consequences if things go bad. This
is not to deny that trust may also be influenced by other
factors, for instance negative reports in traditional and
social media, but how such news are perceived may be
strongly influenced by what level of trust one already has
[23, 25, 26].
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Implications

To be worthy of trust, one must be reliable in fulfilling
expectations. However, to be trusted, it is not enough
that one consistently acts in a trustworthy way and has
the will to do so—the person trusting will also have to
perceive that this is the case [27]. In the context of the
present paper, patients’ trust in the healthcare system
arguably has to do with the actual and perceived trust-
worthiness of its handling and protection of patient
information from unauthorized access.

What healthcare can do to prove its competence and
willingness to act in a way worthy of trust [27] is to set
up and follow proper reliable routines for handling sen-
sitive personal data—and to communicate with the indi-
viduals concerned that appropriate steps are taken and
that the matter is taken seriously. This means that main-
tenance of trust requires reliable systems of data storage
and retrieval, but also that the provider—patient commu-
nication is satisfactory both regarding the patient’s needs
and regarding how data is protected. The communica-
tion part might involve taking time to listen to patients
on how they prefer their data to be used and explain the
ways in which their data will handled, including who will
have access. It might also involve reassuring them of the
safeguards in place to protect their privacy and ensuring
they are aware of existing possibilities to influence how
their data are to be used.

With reliable and well communicated routines in place,
patients are more likely to end up in a positive feedback
loop regarding trust, which facilitates use of electronic
health records and other electronically stored health
information in ways promotive to health, which in turn
provides further appreciation of the reliability and pro-
ductiveness of the system. Again, it is important not
only that patients trust the handling of personal data,
but also that this trust is adequate and deserved [28]. If
not, short term benefits from data sharing may be turned
into harms to patients who experience their privacy dis-
respected and as a consequence become less willing to
share data and possibly also less inclined to be truthful in
their encounters with healthcare.

Strengths and limitations

The low response rate of the questionnaire (30%) reflects
a trend during the last decades of decreased response
rates in survey-based research carried out in Sweden
[20]. Well-known recurrent surveys also face this chal-
lenge [29]. This particular survey was made for the first
time, was cognitively demanding, and required profi-
ciency in Swedish. Furthermore, the government agency
distributing it was formed only five years earlier and is
probably not that well known. All these are factors that
might be relevant in explaining the low response rate.
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The stratification procedure applied in the survey, invit-
ing more potential participants from groups who usually
have low response rates in questionnaires, probably fur-
ther lowered the average response rate.

However, even though the response rate is quite low,
it is not obvious that the main results—that levels of
trust in healthcare influenced participants’ estimations
and attitudes towards various issues associated with
the use of health data—would have been different if the
response rate had been higher. As in all cross-sectional
studies, there is a risk for selection bias, particularly if the
response rate is low.

Previous research indicates that the general public pri-
marily associates trust in healthcare with interpersonal
relationships (9). This could be a problem for the present
study since trust in healthcare here refers to trust in the
ability of healthcare to manage and protect electronic
health data from unauthorized access. However, it may
not, since previous research could be understood as say-
ing merely that trust levels are influenced by micro-level
events.

Conclusions

Trust in the ability of healthcare to manage and pro-
tect sensitive health information in medical records and
health registers from unauthorized access is high among
the respondents in this study, as is the willingness to
allow health data to be used for purposes with no imme-
diate benefit to the individual patient. Our results suggest
that estimations of risk of data breaches, and the sever-
ity of consequences if such events were to take place, are
influenced by respondents’ level of trust, as is their atti-
tudes towards the need to apply informed consent proce-
dures for use of patient data.

Our results show that trust is crucial for broad accept-
ance of uses of health data for a variety of socially valua-
ble purposes. To protect and promote trust is therefore of
outmost importance for reaping the benefits of digitaliza-
tion in the healthcare setting.
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