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Abstract
Background: Emerging genomic technologies promise more efficient infectious disease control. Whole genome
sequencing (WGS) is increasingly being used in tuberculosis (TB) diagnosis, surveillance, and epidemiology. However,
while the use of WGS by public health agencies may raise ethical, legal, and socio-political concerns, these challenges
are poorly understood.
Method: Between November 2017 and April 2018, we conducted semi-structured interviews with 22 key stakeholders
across the fields of governance and policy, public health, and laboratory sciences representing the major jurisdictions
currently using WGS in national TB programs. Thematic analysis of the interviews was conducted using NVivo 11.
Results: Respondents identified several ethical and practical challenges associated with WGS in TB care and surveillance,
all related to issues of trust, including: 1) the power of public health; 2) data sharing and profits derived from surveillance
efforts; and 3) concerns regarding who has access to, and can benefit from, the technology. Additional
challenges included: the potential utility that WGS adds to a public health program, the risks associated with
linking necessary epidemiological metadata to the genomic data, and challenges associated with jurisdictional
capacity to implement the technology.
Conclusions: Successful implementation of WGS is dependent on fostering relationships of trust between those
working with genomics technology and those directly impacted by it, including clinicians. Building trust (a) between
the public and the public health agencies and (b) within public health agencies themselves is critical due to the
inherent complexity of WGS and its implementation for communicable disease control purposes.
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Background
Whole genome sequencing (WGS) has dramatically changed public health microbiology, allowing for rapid diagnosis
of infections, antibiotic resistance prediction, and accurate
outbreak identification and reconstruction [1], while positioning us for a future in which individualized medicine for
specific infections is possible [2]. As WGS becomes an
increasingly important tool in public health, its successful
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implementation depends on complex human and systems
factors beyond simply laboratory and clinical practice. Critical examination of these challenges is necessary in order to
fully realize these benefits. In part, understanding the
ethical challenges associated with the use of WGS is vital
because public health is not merely a scientific endeavour,
but one built on the normative ideal of social justice [3].
In order to successfully implement WGS into preexisting health systems, trust must be fostered between
relevant stakeholders. Trust, as used in the ethics literature,
may refer to several different concepts: public trust (e.g.,
trust of public bodies like government), interpersonal trust
(i.e., trust between persons or groups), and institutional
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trust (i.e., trust in the pre-existing structures of sociopolitical and economic organizations) [4]. Trust may be a perception or attitude one holds regarding another actor’s
trustworthiness; ‘trustworthiness’ is the honesty and integrity of the actor’s actual behaviour [5]. Further, trust suggests that one party is vulnerable and dependent upon
others to act in the right manner, including taking the
trustee’s interest into account [5]. This, in turn, suggests
that there may exist a power imbalance between the person
or group to be trusted (i.e., those in positions of power) and
the person or group who is trusting (i.e., those in positions
of disempowerment). In both research and policy, we ought
to be aware of the reasons that power imbalances exist in
particular contexts, including histories of colonialism and
other sociopolitical factors that lead to the marginalization
of certain groups of people.
The broader public health and bioethics literature related to issues of trust posits that the values that underpin
the concept of trust are necessary for the functioning of
health systems and, in turn, health promotion in individuals [6]. Issues of trust related to public health—for
example, the power that the enterprise of public health
holds in justifying public health actions [7], the fear of exploitation with regard to intellectual property for financial
gain in the context of data-sharing [7, 8], and ensuring
equitable access to new technologies [9]—have been
explored in the literature and identified as a key factor to
advancing and implementing new genetic diagnostics for
personalized medical care and disease control [7, 10, 11].
In this paper, we used the idea of trust to denote the
disposition to trust and being trustworthy in a descriptive
rather than a normative or proscriptive sense; it is used as
a concept to help organize what we will argue are the
main themes from our interviews.
Despite the depth of literature on WGS and trust in the
human genomics context at the clinical or bedside level,
there is very little written regarding the use of WGS in
public health microbiology, including the ethical challenges associated with WGS in public health, the context
surrounding these challenges, what can be done to mitigate or resolve these challenges, and what role trust may
play in the implementation of public health genomics. For
example, genomics is being increasingly used in tuberculosis (TB) diagnosis, surveillance, and epidemiology, with
many regional and national public health agencies in lowincidence settings - which are often times high-income
countries (HIC) - routinely sequencing all culture-positive
TB isolates. Traditionally, TB has been characterized as a
“disease of poverty”, meaning persons of lower socioeconomic status are more susceptible to contracting the
infection and developing the disease [6]. Therefore, using
WGS for TB diagnosis, surveillance, and outbreak investigation raises multiple ethical challenges, including questions around privacy and confidentiality [6, 7], who has
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access to information generated via WGS and how this information can be used [8], and questions of stewardship
regarding the creation and safekeeping of data [8, 12], all
of which are heightened due to the socioeconomic
marginalization of those whom it most affects.
To our knowledge, this project is the first of its kind to
explore the ethical and related legal and socio-political concerns associated with the use of WGS by TB laboratories
and programs by interviewing key stakeholders directly impacted by this technology. We explore these concerns
through a qualitative analysis of the perspectives of government officials, policymakers, and those working directly in
TB care and prevention. We note at the outset that this
analysis is meant to be a descriptive analysis of these concerns as elucidated by the perspectives of these key stakeholder groups, rather than a proscriptive commentary. The
results we present here are exploratory in nature and contribute to the existing literature detailing ethical concerns
associated with the broader use of genomics for infectious
disease control and the influence trust holds in the successful implementation of genomic technologies and nextgeneration sequencing in public health.

Methods
Sampling and recruitment

We obtained ethics approval from Simon Fraser University
(No. 2017 s0485). We recruited participants through purposive sampling – compiling a list of prospective participants through our existing network of domain experts and
targeted searches for individuals working with WGS for TB
care and surveillance – and snowball sampling [13],
whereby participants identified other potential recruits. Interviews were conducted until saturation was achieved, i.e.,
when no new ideas arose from the data [13]. In total, we
conducted 22 interviews. Participants’ professional fields included governance and policy (including persons with a
governance role within public health organizations charged
with TB control), public health, and laboratory scientists
working with genomics. Many participants had overlapping
professional duties. Participants represented those jurisdictions currently using WGS for TB, including Canada, the
United States, and the United Kingdom, as well as international organizations representing global and low- and
middle-income (LMIC) perspectives. All participants provided written informed consent.
Data collection

Interviews were administered by phone and digitally recorded between November 2017 and April 2018. Each
interview lasted approximately 60 min and all were conducted by the same team member (DSS) using a semistructured interview guide with open-ended questions;
we opted for this approach in this exploratory study as it
allows participants to provide more detail as they see fit
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and as guided by the interviewer [14]. The research team
developed the guide after reviewing the existing literature regarding ethical challenges in the implementation
of new genetic technologies primarily with regards to infectious disease surveillance and public health. The
interview guide was also informed by the global health
governance literature and previous experience of the research team in conducting interviews on similar themes.
(See Additional file 1 for a summary of questions included in the interview guide). The guide was iteratively
refined over the course of the interviews as the team
learned more about the topic from the participants,
allowing the research team to better understand emerging concepts repeatedly raised by interviewees. This
interview guide was relied on more heavily in the beginning of the interview to prompt discussions with participants. As the interview progressed, conversation flowed
more naturally between the participant and the interviewer (DSS) as logical follow-up questions were pursued following the information offered by the
participant. In this way, as data collection progressed,
the interview guide was used more like a checklist to ensure all topics had been addressed in the interviews.
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each transcript. Transcripts were then line-by-line coded
using Nvivo 11 by the same team member using a codebook
developed by two members of the research team (CJ and
DSS), who first independently coded three interviews representing a range of professional perspectives. These initial
codes were compared for overlap between CJ and DSS, and
the initial codebook was built; it was further refined during
the analysis, with codes added or collapsed as needed.
Two team members not participating in the line-byline coding (DSS and JG) prepared analytic memos of
each transcript describing the high-level themes in each
interview. Together with the line-by-line coding, researcher reflexivity was facilitated through systematically
constructing the themes together across multiple readings of the transcripts and in two full-day face-to-face
meetings. This approach ensured that our analysis was
comprehensive and allowed the team to develop a deeper understanding of key themes.
Once we had determined the overarching themes from
the data, the team jointly created Fig. 1 and Table 2, which
were shared with the participants in a process sometimes
referred to as a ‘member’s check’. Nine participants provided feedback on the team’s assessment of the main
themes, which led to further refinement of the themes
and the language used in the Results section below.

Analysis

We used thematic analysis to analyze the data [14]. The
digital recordings of each interview were sent to a professional transcription company and transcribed verbatim. One
member of the research team (CJ) verified the accuracy of

Results
Our 22 participants worked primarily in governance/policy
and public health, and predominantly in North America,

Fig. 1 Map of relationships between key concerns in relation to trust. → concept flows from previous concept. ↔ concepts have endogenous
relationship, influencing each other. concept has indirect relationship with connecting concept

(2019) 20:43

Jackson et al. BMC Medical Ethics

Page 4 of 14

though we did also have participants working in laboratories, as well as international organizations (Table 1).
Participants identified several key ethical challenges
associated with the use of WGS for TB care and surveillance. We have developed a model of the relationships
between the key findings (Fig. 1), as well as definitions and
illustrative quotes that expand upon the concepts in the
model (Table 2). The remainder of this section will explain
and contextualize this figure and table. In addition to the
table, direct verbatim quotes are provided throughout the
results section to further support the ethical challenges
highlighted by participants. Throughout this section, we
refer to participants by their primary job descriptors (i.e.,
governance officials, public health workers, or laboratory
staff) to protect their anonymity. Any quotes attributed to
a participant are identified using their primary job descriptor and participant number. The results did not differ
between participants on the basis of geography.
The majority of participants identified trust as the primary challenge in implementing genomics for TB care and
surveillance. More specifically, positive interactions that
build or maintain trust between various actors – including
but not limited to: persons with TB, healthcare workers,
public health administrators, laboratory professionals, diagnostic test developers, and those charged with data stewardship and protection – were discussed as being integral
to the relationships required to fully realize the benefits of
WGS. For example, one participant highlighted how important it was for the public health community to maintain
trust with the public once that trust has been developed:
“…people have just no problems sending in swabs ….So
you can see how comfortable people are getting with it,
but I think that’s because there's a certain level of trust,
so I think that we in the scientific community and in the
medical community have to make sure we don’t betray
that trust.” (Interview #9, Lab).
The trust-based relationships between these various
actors shape the ethical challenges as identified by the
participants. Some participants also noted, however, that
the implementation of WGS must be conducted in a manner that is aware of any historical injustices that might
shape the manner in which WGS may be accepted or
rejected by local populations. For example, one participant

noted that that in the Canadian context, the history of
colonialization and higher rates of TB infection in Indigenous communities ought to shape how researchers and
clinicians approach said communities:
“The rates are still higher [in Indigenous persons in
Canada] and there's just differences in what all health
practitioners need to be aware of in terms of the cultural
and historic contexts. A lot of the proliferation of TB
that's still residual in older people… [is due to] the
legacy of residential schools, right? …. So that's the
context. It doesn't change, necessarily, what medications
people should be on or who should get followed up in
terms of post-contact on a First Nations versus non-First
Nations basis. Just the health practitioners are better off
if they are aware of that, if they are aware that some
older or elderly First Nations people might have been in
one of the ‘Indian hospitals’ and might … fear medical
practitioners, for very good reasons.” (Interview #17,
Governance)
Participants identified three key ethical challenges that
directly stem from issues of trust. First, many participants discussed the power the enterprise of public health
holds in relation to the general public and persons with
TB as an ethical challenge that has the potential to be
further heightened as WGS is introduced into national
TB programs (NTPs). Participants worried that data derived from WGS could justify public health actions that
could infringe on privacy and confidentiality or other
civil liberties with insufficient protections. Similarly, a
second trust-related challenge several participants identified is a general concern regarding data protection and
data-sharing responsibilities. Participants discussed, at
length, that many organizations, public health institutions, or countries are often reluctant to share even
population-level genomic data with other countries or
international organizations. One participant suggested
that low- and middle-income countries (LMIC) might
not fully understand the genomic TB data they have or
why they should share it in the first place:
“…countries simply do not understand the data that
they have. They don't understand the value of it, they
don't understand the value of sharing it and so they're

Table 1 Participant Demographics
Regional Representation
a

Canada

United States

United Kingdom

International Organizations

Totals

Governance and Policy

5

2

0

1

8

Public Health

4

3

1

0

8

Laboratory

1

1

1

3

6

Totals:

10

6

2

4

–

a

Includes government officials and individuals in governance roles within public health institutions

Issues of trust in relation to new technologies
previously discussed in the literature

Item

Data sharing and
profitting from
surveillance

Access and Who
Benefits

3

Trust

2

1

Table 2 Summary table of terms used in Fig. 1 with illustrative participant quotes
Definition/ Operationalized Description

Which regions (e.g. LMICs vs. HICs) are actually able
to implement WGS technology - including the
sequencing itself and the data analysis - and how
we avoid situations where these lower-resourced
settings are being ‘used’ by other researchers who
derive benefit in the form of papers/scientific stature, while the sequences and the resulting data may
not ever feed back into meaningful change in TB
policy and practice in the study setting. Which regions (e.g. LMICs vs. HICs) are actually able to implement WGS technology - including the sequencing
itself and the data analysis - and how we avoid situations where these lower-resourced settings are

Fear of the potential that profits may be derived
from data acquired through surveillance activities. In
conjunction with data sharing concerns previously
detailed in the literature, this encompasses the fear
that if data is shared with international surveillance
databases, the data can then be used to developed
new diagnostics and/or drugs that will then be sold
back to countries at high, potentially unaffordable,
prices. Fear of the potential that profits may be
derived from data acquired through surveillance
activities. In conjunction with data sharing concerns
previously detailed in the literature, this
encompasses the fear that if data is shared with
international surveillance databases, the data can
then be used to developed new diagnostics and/or
drugs that will then be sold back to countries at
high, potentially unaffordable, prices.

Trust is an perception or attitude one holds
regarding another actor’s trustworthiness in their
behaviour; here ‘trustworthiness’ being the honesty
and integrity of the actor’s actual behaviour. This
trust may be built on relationships in which both
parties have proven their trustworthiness or, in other
cases, may be blind trust in those with the power
over the data. Regardless, trust suggest that one
party is vulnerable and dependent upon others to
act in the right manner according to the particular
situation, including taking the trustee’s interest into
account (McLeod, 2015). In the context of WGS for
TB surveillance, issues around trust (or lack thereof)
may be present in many relationships including, but
not limited to: 1) between health care workers and
laboratory staff, 2) the public and the medical
community and 3) for concerns of data protection
for both privacy and confidentiality purposes, as well
as academic.

Illustrative Quote

This is all about helping low/middle income
countries to get – basically, you know, why
should they not be able to reap the benefits of
this new technology (Interview #2, Lab).

They would – they’re pretty hesitant and what
has been done in the past is that if they have
volunteered to provide data that companies
can come in, identify potential mutations that
would be of relevance and make a diagnostic
and then sell it back to the country. So the
country is a little bit concerned that what may
happen is that a company can basically make
money off of their data that they’re providing
for free. (Interview #1, Lab)

Well, I think, ultimately, that is what happens,
right, is that sort of trust is like – if the folks
who are the expert in the technology are saying
that these are people who are likely related or
that this is like – these are definitely a cluster,
then I think you do kind of have to take that on
at face value. (Interview #14, Governance).
It takes ages to build [trust], and if you make a
misstep, the whole thing could be gone. So you
have to just be very careful, very open, never to
make it seem like you’re on the make. Just be a
– and actually, it’s not that hard. You just be a,
you know, decent, honest person, and keep
people in the loop. (Interview #16, Lab)
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Bioinformatic challenges
Emerging concerns in relation to
whole genome sequencing, flowing
from and mapping back to issues
of trust

Utility

Analytics

Capacity

6

7

Power of Public Health

5

4

Item

But it’s then having a pipeline that can actually

Whole genome sequencing offers a whole
different - It’s a whole different ballgame in
terms of resolution power. That said, at this
point in time, it’s not fully standardized on how
you do the analysis and that’s part of the
problem…. it takes you know a while to
develop. So right now for whole genome
sequencing in its infancy where yes sequencing
is now cheap relatively, you can get a pretty
good throughput, but you get a ton of
information that comes out of it and it’s how
you analyze that information and depending on
what programs you use to analyze it, you may
get different results and therein lies part of the
problem. (Interview #9, Lab)

And so, even with whole genome sequencing,
like the discriminatory power, it’s just like not
that amazing. So, it really, like what it tells you
changes so much from disease to disease, it can
be really informative in some situations or really
not informative in others. (Interview #8, Public
Health)

Certain things sell, and I think in some ways
public health sells, and I just think we need to
really make sure that we’re rigorous and when
we say something it is of public health benefit because public health also comes with
enormous powers, right - I can look at data, I
can look left and let people do things,
sometimes you actually, you know basically you
have legislation that says you can breach
patient confidentiality in the interest of public
health - there’s a lot of power associated with
public health which means that we have to be
absolutely rigorous about that fact that we only
use those powers with discretion and we only
use it for the purpose for which it was intended.
(Interview #10, Governance)

Illustrative Quote

(2019) 20:43

Capacity is the ability of countries to actually

Analytics encompasses many bioinformatic
challenges that arise from the use of WGS in TB
surveillance and care, including: 1) analytic
capabilities of both the technology and the
professionals working with it; and 2) standardized
processes for standard outputs.

In the context of WGS for TB surveillance, utility is
the usefulness or benefit WGS contributes to TB
programs both nationally and globally for
surveillance, diagnostic and TB care purposes. The
utility of WGS within individual TB programs appears
to depend on a number of factors including (but
not limited to): access to the technology,
bioinformatic and human analytic capabilities and
engagement with public health workers. The utility
of WGS appears to be strongest when it is
supported with strong epidemiological data.

Actors within the framework of public health can
have immense powers which, while working in the
public interest, could result in the undermining of
various rights and civil liberties.

being ‘used’ by other researchers who derive benefit
in the form of papers/scientific stature, while the sequences and the resulting data may not ever feed
back into meaningful change in TB policy and practice in the study setting.

Definition/ Operationalized Description

Table 2 Summary table of terms used in Fig. 1 with illustrative participant quotes (Continued)

Jackson et al. BMC Medical Ethics
Page 6 of 14

Data protection and
stewardship regarding
metadata

9

8

Metadata is the individual patient-level data, including administrative data and health records. Question
arise regarding whether or not this data should be
linked to sequenced genomic isolates being collected for surveillance purposes and who should
have access to this data.
When metadata databases are linked to the
sequenced genomic data produced through WGS, it
becomes much more powerful tool for tracking
outbreak transmission patterns, at risk case
identification and potential diagnostic
developments. However, it also raises many
questions and concerns regarding privacy and
confidentiality of patient level data, as well as data
protection responsibilities.

a. Linked Metadata

WGS is a rapidly advancing technology that is often
progressing at a rate faster than those working with
the technology (either indirectly or directly) are able
to adapt. As a result, epidemiologists and other
public health workers (i.e.. clinicians and nurses) are
often left reliant on the lab staff and others with the
niched knowledge of the technology to analyze and
interpret the output data. This has the potential to
have negative impacts on the overall utility of WGS
in public health practice.

But we still have to go through our privacy
before we can deposit information and one
thing that still seems to be a sticking point, not
necessarily just with us, I think with other
institutions is any associated metadata. So you
know I can deposit TB study number one … A
sequence, no problem, they know it’s
from [province x], but that’s it. But like I said
before what’s going to provide the most useful
information is all that metadata which will give
us context and I think that we’re not there yet
in terms of how do we share this information,
because really that’s going to be what’s needed.
We need worldwide information, so we have an
understanding of all the different environments
and the different settings where … You know
where we see certain drug resistance, mutations
versus what we see in our population or you
know new like strains, clusters, that kind of
thing and have that understanding. (Interview
#9, Lab)

So what does it mean if we start, you know,
that slippery slope, well what happens if we
start sharing like well let’s just share gender
now, oh let’s share country of origin now.
(Interview #7, Public Health).

And so, I think as a result probably some risk
that the data from whole genome sequencing
phylogenetic analysis that we’re providing the
many state and local programs in support of
their daily practice, is susceptible to
misinterpretation just by virtue of the fact that
the workforce capacity in terms of training and
education has not caught up yet. (Interview #13,
Public Health)

Illustrative Quote
interrogate that sequence and develop an
interpretation of what that sequence means in
terms of the resistance in specific genes that we
know are associated with resistance. So, you
know, we have the platforms to perform whole
genome sequencing, but then a pipeline to
actually go from the sample through to
sequencing to then interrogating that sequence
to an interpretation is the bigger challenge. And
this is where countries will need a lot more
support. (Interview #4, Lab).

Definition/ Operationalized Description
implement WGS technology into their local TB
programs. The high cost of the machine, the
sequencing and/or the analytic software may pose
challenges to countries, either alone or in
conjunction.

Metadata

Understanding Science

Item

Table 2 Summary table of terms used in Fig. 1 with illustrative participant quotes (Continued)
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Challenges assocaited
with implementing TB
surveillance systems
using WGS

Successful implementation/roll-out of WGS into TB
programs for surveillance and care requires that
countries have the capacity to implement it, proper
analytic systems in place, individuals that
understand the science of the technology and the
interpretation and finally, buy-in from health care
workers that can appropriately communicate it to
patients. Additionally, successful implementation of
WGS technology depends on: 1) buy-in from statelevel and federal administrations; 2) transparency
and clear communication strategies for the public
and other jurisdictions; and 3) appropriate training
systems in place for new professionals working with
the technology.
Given greater global connections, TB cases are
seldom restricted to one geographic region.

13 Jurisdictional Issues

In Canada, the USA and England, TB tends to be
disproportionately concentrated within migrant
communities, particularly those newly immigrated,
and other communities experiencing poverty (i.e..
homeless populations). In Canada, TB is also highly
prevalent within Indigenous and First Nations
communities. Engagement and transparent
communication with these affected communities
when reporting out disease outbreaks can help to
mitigate some stigma and help ensure that any
reports are culturally appropriate and sensitive to
the needs of the community.

12 Implementation/Roll-out

11 Community
Engagement

Communities affected by TB tend to already be
among marginalized communities. Concerns of
further marginalization and stigma arise from the
use of WGS for TB surveillance, especially when
metadata is linked to the sequenced genomic data.
Some of these concerns include: 1) being
discriminated against if their identity is discovered
through genomic data; 2) public misinterpretation
from the media in the reporting of disease
outbreaks; and 3) issues of discrimination regarding
immigration and care seeking behaviours.

Not linking at least some metadata to the genomic
isolates essentially renders the sequenced genomic
data produced through WGS useless from a public
health perspective as traditional epidemiological
activities, such as contact tracing, would still be
required to make the data actionable for public
health actors.

b. Unlinked Metadata

Consequences and/or
10 Stigma
implications to data
protection responsibilities

Definition/ Operationalized Description

Item

Table 2 Summary table of terms used in Fig. 1 with illustrative participant quotes (Continued)
Illustrative Quote

(2019) 20:43

But how TB programs are organized, I guess
we’ll stick to TB, and actually delivered in each

We don’t get much out of it, it doesn’t seem to
make sense, the predictive value is poor, we
don’t understand what it’s all about, we don’t
use them, we ignore them. We think, oh, all this
money is going into typing, and then the enduser totally ignores it, it’s pointless. So it’s really
important to explain to them the potential
value of using the whole-genome sequence
data, and allowing them to feel excited about
it, and some ownership around it, and hope
that that would mean that they engage with it,
and then use it, because otherwise it’s a waste
of money. (Interview #16, Lab).

And then to communicate with the community,
I think we need to have community
engagement upfront when we start developing
communication pathways. So like now, we need
to engage advocacy groups, First Nations
groups, representatives of different patient
groups, to make sure that their thoughts and
concerns are well-represented, and then continue to have them on board when we start
communicating these results within communities and between healthcare providers and patients. (Interview #11, Public Health)

You know, if we identify sort of questions of
transmission – TB, for example – you know, are
affecting sort of a particular community or
population. What may be the implications of
that, how would that potentially perpetuate
stigma? I mean, that’s sort of been some of my
concerns around how the data’s been used for
HIV. And so one of my concerns with the
process is that I don’t think, like you say, the
ethical considerations are really thought of up
front. (Interview #14, Governance)

So now how do we compare them, so we’re
going to need to get a lot of information with
respect to you know metadata for example that
needs to accompany the whole genome
sequence data, like, you know, you need the
clinical data, the epi data, you know outcome
data and that’s going to shape the knowledge
that will come out of whole genome
sequencing. (Interview #9, Lab)
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14 Communication with
non-community
stakeholders

Item

Non-community stakeholders includes health care
workers (i.e.. clinicians and nurses), laboratory
professionals and government officials at state and
federal levels. Gaining buy-in and understanding of
WGS technology from these stakeholders is vital for
successful implementation of this technology. Appropriate messaging of outbreak transmission patterns and WGS technology from TB stakeholders to
affected communities should also occur as a result
of this.

This new system is quite visual, so if you present
the data in terms of attractive-looking trees, or
network diagrams, and explain that to them [TB
nurses], then they tend to get it relatively quickly,
and enjoy looking at it, and it – I think they get
enjoyment out of it, because it makes sense.
(Interview #16, Lab)

Illustrative Quote
province, that’s their, obviously, their purview
and it’s not for anyone, including our
government, to comment on. (Interview #6,
Governance)

Definition/ Operationalized Description
Consequently, issues of jurisdiction may occur at the
local, state, federal or international level. Issues of
jurisdiction may include (but are not limited to): 1)
differences in analytic capacity between jurisdiction;
2) ‘ownership’ over the case and responsibility for
investigation; 3) communication across jurisdictions
and; 4) potential impacts on affected communities
including stigma and/or immigration concerns.
Consideration of these issues will impact how
successfully WGS technologies are implemented
into TB surveillance programs.

Table 2 Summary table of terms used in Fig. 1 with illustrative participant quotes (Continued)
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reacting out of just pure mistrust or a – paranoia is
not the right term. I don't know what the right term is,
but there's just this – it's sort of this nationalistic sense
of we can't share it because it's not the right thing to
do” (Interview #2, Lab).
While this reluctance can be attributed to many factors,
including lack of policy or precedent, other participants
highlighted that it is most often linked to a historically
justified fear of others deriving profits from surveillance
efforts in the form of new drugs or diagnostics that are
then not distributed, or are sold back at a higher price, to
those who collected the data.
“[LMIC are] pretty hesitant [to share] and what has
been done in the past is that if they have volunteered
to provide data that companies can come in, identify
potential mutations that would be of relevance and
make a diagnostic and then sell it back to the country.
So the country is a little bit concerned that what may
happen is that a company can basically make money
off of their data that they're providing for free.”
(Interview #1, Lab)
Furthermore, participants indicated that researchers’
interests in advancing their academic careers might also
suggest another sense of ‘profit’ that may not be shared
equitably with researchers in LMICs.
Finally, participants raised questions regarding which
states or jurisdictions are able to access genomics and
bioinformatics technology and consequently implement
and benefit from it. Participants highlighted that trust is
particularly relevant in terms of implementing genomics
in LMICs without exploiting their residents and their
data. Participants stressed that
“…the most important thing is ensuring the patient gets
the best care that they need and deserve here. My point
is not to make sure that I get the data from the patient.
First and foremost they need to be taken care of and then
I’ll figure out how I’ll get the data to try to think more on
a population level” (Interview #5, Public Health).
Other participants further claimed that even if the building of WGS tools for TB surveillance and drug susceptibility testing are done in HICs, the benefits of said tools must
extend LMICs:
“…it's absolutely not [about] building something that
they will have a disadvantage on… I just want to
make sure they have an option to do it simply because
otherwise there'll be places that will never see this.
They'll never see this technology and I don't think
that's right.” (Interview #2, Lab).
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Concerns over the utility of WGS in day-to-day clinical
practice and surveillance for TB were also highlighted by
several participants, particularly by those working in
governance or public health roles. Participants described
trust and utility as being tied together in that healthcare
workers often have to trust the laboratory staff in their
sequencing and interpretation of TB genomic data, which
currently requires a high level of expertise.
“I’m not the expert when it comes to the interpretation
of the genetic material or the genetic information or
what it means, but I suspect that some folks like myself
and others in public health sort of take it at face value
without necessarily fully understanding all of the
limitations of the data.” (Interview #14, Governance).
As such, the utility of WGS is closely tied to the analytic capabilities of a given public health institution –
both in the ability to sequence and analyze samples, and
the availability of trained staff capable of understanding
the science associated with the technology and the analytics. Together, the utility, analytics, and ability to
understand the science jointly form the capacity of any
given public health unit to successfully implement genomics safely and effectively for both clinical and public
health purposes. It is important to note that when discussing the utility of WGS for TB care and surveillance,
participants emphasized that benefits may be imparted
at individual, community, or population levels.
While some public health institutions are capable of
implementing genome sequencing and analysis, several
participants highlighted that any potential analytic capacity is undermined if there is no buy-in from non-community stakeholders (i.e., those who are not merely
members of the general public), such as public health administrators and healthcare workers. As many of these
stakeholders are acting on behalf of local or national agencies, or directly within the NTPs, participants highlighted
that without the support and trust of these stakeholders,
integration of WGS into pre-existing health systems
would be challenging, if not impossible. More specifically,
lack of training in WGS for those already working in the
field appears to pose a barrier, as a participant explained:
“The type of [WGS] data [that] are increasingly used
in public health practice. And so, epidemiologists in
my generation are required to learn on the job. I say
my generation, because I assume graduate schools are
now providing infectious disease epidemiologists with
the curriculum they need to understand this in their
future careers. But for my generation, I think the
technology and the science is probably ahead of the
training and education.” (Interview #13, Public
Health).
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Lack of training in the WGS can limit the understanding
of the technology, and thereby limit trust in the technology
for this key stakeholder group. Furthermore, several participants highlighted that gaining buy-in from local and regional
public health institutions could be achieved by demonstrating the benefits of public health genomics to those working
in governance and public health. Participants also noted that
such buy-in and trust building at local, regional, and national
levels could help mitigate jurisdictional challenges raised by
WGS-based TB surveillance efforts since outbreaks are
rarely confined to one public health region and each region
may have their own outbreak investigation protocols.
Moreover, closely related to the utility of WGS for TB
care and surveillance, many participants discussed the associated patient-level metadata that could be attached to
TB genome sequences. Several participants discussed at
length that without useful metadata, including clinical,
phenotypic, and epidemiological data, genomes alone are
of limited utility for tracking TB transmission or deriving
new knowledge around genomic correlates of drug resistance. However, when this metadata is linked to a genome,
it raises privacy and confidentiality concerns and heightens
public health units’ data protection responsibilities. Therefore, many participants – particularly those in public
health – cautioned that linking metadata requires careful
consideration as to the extent of linked data, and taking
precautions to avoid further stigmatizing already vulnerable populations. As highlighted by this participant, thinking carefully about the optics of the language used in
implementing WGS data is critical to minimizing stigma
for both individuals and entire communities,
“Okay, so I think the political and social issues are tied
into the ethical issues, but I think one of the major issues
is just the optics of it, that we really need to clearly
articulate what we’re doing with this [genomic data],
because it can infer transmission, certainly, and it can
infer person-to-person transmission. So you can actually
label a person and call them a “super spreader”, or a
“high spreader”. Or you can classify a group of people as
super spreaders or high spreaders, which obviously could
be stigmatising towards a person, a group, an entire
community.” (Interview #11, Public Health).
Several participants, especially those with governance
capacity, suggested that community engagement is paramount to building a relationship of trust, thereby enhancing the overall utility of WGS as a tool for NTPs, though
the specifics of what processes are entailed by such community engagement was silent even after further probing.

Discussion
This project is the first to engage stakeholders regarding
the ethical challenges of using genomics toward a specific
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public health end, namely assisting in the TB surveillance
and drug susceptibility testing. Others have written about
ethical issues related to WGS only conceptually, i.e., without engaging stakeholders, and most often in the context
of human genome sequencing for personalized medicine
[10, 15], meaning the results may not be extensible to the
public health microbiology context. Furthermore, there
are currently few government or institutional policy documents that provide practical guidance for handling ethical
issues in public health surveillance with regard to genomics technology [16]. As WGS continues to be implemented by NTPs and surveillance programs, the need for
practical policy guidance will become paramount.
In the literature, we see that the concept of trust is
foundational to the very definition of public health, as
defined by the Institute of Health in 1988: “Public health
is what we, as a society, do collectively to assure the
conditions in which people can be healthy” [17]. Childress and colleagues state that (2002) “‘what we, as a society, do collectively’ suggest(s) the need for cooperative
behavior and relationships built on overlapping values
and trust” [18]. However, currently the literature only
passively alludes to the concept of trust in the context of
genomics for both infectious disease care and surveillance purposes, painting a limited picture of what trust
means in this context [19]. Specifically, this literature
does not provide concrete suggestions through which
genomics ought to be implemented for infectious disease
surveillance that is cognizant of building trust in public
health. While challenges related to engendering trust in
new technology integration has been thoroughly examined in relation to biobanking, this discussion is sorely
missing from the literature regarding whole genome
sequencing [19–22]. In those instances where ‘trust’ has
been identified in projects as a key value in the context
of emerging data sciences and genomics technologies,
the use of trust remains atheoretical [23–25]. In this
project on WGS and TB, we, too, use the notion of trust
and trustworthiness atheoretically, as a dispositional
value and characteristic of persons or groups given the
empirical scope of our project. Therefore, further theoretical work on the value of trust is needed, so that it can
be more robustly applied in public health and technology implementation. We would argue that we must
build on the various discussions of trust in the ethics literature [26–28], and combine it with existing empirical
bioethics accounts of trust in data sciences and genomics, to produce normative accounts that are both philosophically sound and practicable.
Based on our interviews, we can draw the following
conclusions: first, those persons or groups developing
and implementing WGS for public health microbiology
need to carefully consider the ecosystem or context in
which this technology will be implemented in order to
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build and maintain trust between key stakeholders, including the public and patients. In large measure, understanding the context includes understanding the power
dynamics that exists between actors and the history that
may have led to existing power imbalances in the first instance. The interviews in this project suggest that some of
those persons working with WGS in TB are aware of the
pre-existing contexts in which they aim to build trust,
though perhaps not all; even if they do acknowledge power
imbalances, it may be that they do not fully account for its
current and potential future effects on the implementation
of WGS. Moreover, within in the context of an endemic or
pandemic infectious disease, it is imperative to come to a
shared understanding of what goals public health seeks to
achieve via prevention and treatment measure, e.g., TB, to
ensure that everyone within a public health unit can direct
their efforts accordingly and efficiently. Building and maintaining relationships of trust between public health actors
will become essential to building a public health ecosystem
in which WGS can thrive.
Part of understanding how to build and maintain trust
within a public health ecosystem includes understanding
what material, human resources, and general infrastructure
currently exist to facilitate the integration of WGS into a
given public health system. This includes both the necessary technical expertise, but also the ancillary infrastructure
needed for implementation, such as the ability to better
communicate within and between public health units and
the need to build cross-disciplinary personnel capacity. For
example, laboratory technicians with sequencing and bioinformatics expertise need to work with the clinicians and
epidemiologists delivering care at the patient and community levels, which can be facilitated by both cross-training
and through improved communication between groups,
thereby building trust both in the technology and within
healthcare teams. Trust in the technology can be fostered
through enhanced transparency of the science of genomics
for public health workers. Moreover, communication
between those working in public health units also means
creating the space for dialogue between stakeholders,
whereby clinicians can ask questions of laboratory experts,
and laboratory experts listen to the needs of clinicians to
build more useful genomic and bioinformatics tools.
Furthermore, most participants suggested that we
ought to meaningfully engage with members of the public likely to be affected by public health genomics efforts
in order to build and maintain their trust. Building trust
in WGS and public health is always imperative, but it is
particularly timely given the air of mistrust toward scientists [29]. Technological innovations have a history of
not succeeding for a number of reasons, one of which is
a lack of engagement with communities and the broader
public, while not accounting for historical injustices [30,
31]. This public engagement requires, at minimum, two
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approaches: 1) situating WGS within the broader public
dialogue of science, public health, and addressing infectious diseases; and 2) working with patients in specific
disease areas. For example, in HIV and TB, civil society
has already produced Good Participatory Practice guidelines [32, 33] for involving communities as part of drug
development efforts; a similar process can and should be
used for the development of genomics-based diagnostics
and surveillance tools.
Finally, those using WGS in high-income countries
(HICs) need to carefully consider their obligations toward their colleagues and communities in LMICs. There
is extensive literature on the need to create mechanisms
for data-sharing and ensuring that new technologies are
accessible to those working in LMICs [8, 26, 34]. The
ethos of granting agencies and foundations, such as the
Bill and Melinda Gates Foundation, needs to be heeded:
the development of technologies like WGS should not
proceed without considering the implications for LMICs
and global health [35, 36]. The Relational Sequencing
TB Data platform (ReSeqTB) is a global initiative with
the goal of providing a “one-stop shop” of global genetic
TB isolates, and are thereby providing HICs and LMICs
with a mechanism to share TB data globally and enhancing LMIC’s access to genomic technology and data. Although HIC NTPs are using local funds to implement
WGS for regional benefits, it is still necessary to consider the global health impacts of these programs. Infectious diseases do not respect borders – indeed it is often
said that “TB anywhere is TB everywhere” [37] – thus
we must work collaboratively with colleagues in LMICs
to better attend to the global scale of infectious diseases.
LMICs have experienced a history of exploitation of genetic data and, as a result, are often reluctant to share
data within global initiatives [38].
Furthermore, global health governance in the context
of public health continues to face significant challenges
including, but not limited to: insufficient global coordination, national and organizational self-interest, and a
lack of global resources [11]. The complexity and challenges associated with WGS discussed in this paper are
likely to only further exacerbate these challenges. In the
new era of large-scale data science, including artificial
intelligence and machine learning, concerns around
what some have termed ‘surveillance capitalism’ may
also arise [39], i.e., the profits and tools that are derived from data acquired through surveillance activities that may be cost-prohibitive for countries to
acquire for local populations. Therefore, keeping in
mind concerns related to surveillance capitalism, it is
imperative that HIC and organizations tasked with
using WGS for TB surveillance consider these implications for LMICs and work with colleagues in LMICs to
address global challenges.
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Limitations

Genome sequencing is presently an emerging, rather
than an established, tool in the TB laboratory, with its
current use and integration into existing health systems
limited to three major geographic regions and select
international health organizations. Thus, in this exploratory study, the perspectives and experiences shared primarily derive from Canada, the US, and the UK, with a
particular emphasis on the Canadian experience. We did
find that results did not differ between participants on
the basis of geography. However, most participants were
based in HIC with low TB incidence rates since that is
where WGS technology is currently being used; as such,
perspectives from LMIC were only partially or tangentially captured, through the responses of those working
for international organizations representing global interests, despite our efforts to identify participants through
snowball sampling. We intend to explore the experiences of those working with WGS in LMICs in future
research. Finally, due to limited resources and limited
patient education on the use of genomics for TB care
and surveillance, perspectives of patients with TB were
not captured. These perspectives will add valuable
insight into ensuring the fair and responsible implementation of genomics into existing health systems, and we
intend to explore these perspectives in future research.

Conclusion
The use of genomics in TB laboratories and TB prevention and care programs is becoming increasingly common, necessitating an inventory of the ethical, legal, and
sociopolitical implications associated with public health
genomics. Given the complex and technical nature of
this new approach to public health microbiology and
epidemiology, establishing relationships of trust between
those working with genomics technology and those directly impacted by it is imperative in ensuring that this
promising new approach is used to its fullest potential.
Additional files
Additional file 1: Table of interview questions. Semi-structured interview guide. A copy of the semi-structured interview guide broken down
by question category, selected questions for each category and relevant
potential sub-probes. (DOCX 15 kb)
Abbreviations
HIV: Human immunodeficiency virus; LMICs: Low and Middle-Income Countries; NTPs: National TB programs; ReSeqTB: Relational Sequencing TB Data
platform; TB: Tuberculosis; WGS: Whole genome sequencing
Acknowledgements
We wish to express our deepest gratitude to the individuals who agreed to
participate in our research and to take the time out of their busy schedules
provide us with their insights and answer our questions. This work would
not have been possible without their valuable input. Moreover, some of
them agreed to provide feedback on our initial analysis (member check), and

Page 13 of 14

our understanding of the subject matter was further strengthened and
enriched thanks to their comments.
Authors’ contributions
DSS, CJ, and JLG were involved in the conception and design of the study.
HCS conducted the literature review. DSS collected the data and DSS, CJ,
and JLG were involved in data analysis and interpretation. CJ and DSS wrote
the first draft. CJ, DSS, JLG, and HCS contributed to subsequent drafts of the
paper. All authors have read and approved the final paper.
Funding
This work was funded by a grant from Genome British Columbia (Grant No.
SOCi-002). The findings and conclusions are those of the authors and do not
necessarily represent the official position of funding agencies. The funding
body made possible the collection of data, but had no role in the study design, the collection, analysis, and interpretation of data, writing the manuscript, or in the decision to submit the manuscript for publication.
Availability of data and materials
The datasets created and/or analyzed during the current study are not
publicly available due to confidentiality requirements but can be available
from the corresponding author in an anonymized format after consent is
obtained from participants.
Ethics approval and consent to participate
Ethics approval was obtained from Simon Fraser University’s office of
research ethics (No. 2017 s0485) prior to commencing the project. Written
consent to participate was obtained from all participants through signed
informed consent forms.
Consent for publication
Not applicable.
Competing interests
The authors declare that they have no competing interests.
Author details
1
Faculty of Health Sciences, Simon Fraser University, BLU 11300 – 8888
University Drive, Burnaby, BC V5A 1S6, Canada. 2British Columbia Centre for
Disease Control, Vancouver, BC, Canada. 3School of Population and Public
Health, the University of British Columbia, Vancouver, BC, Canada. 4Sydney
Health Ethics, Faculty of Medicine and Health, University of Sydney, Sydney,
Australia.
Received: 13 December 2018 Accepted: 12 June 2019

References
1. Rowell JL, Dowling NF, Yu W, Yesupriya A, Zhang L, Gwinn M. Trends in
population-based studies of human genetics in infectious diseases. PLoS
One. 2012;7(2):e25431.
2. Punina NV, Makridakis NM, Remnev MA, Topunov AF. Whole-genome
sequencing targets drug-resistant bacterial infections. Hum Genomics. 2015;
9:19 Available from: https://doi.org/10.1186/s40246-015-0037-z.
3. Gostin L, Powers M. What does social justice require for the public’s health?
Public health ethics and policy imperatives. Health Aff. 2006;25(4):1053–61.
4. Gille F, Smith S, Mays N. Why public trust in health care systems matters and
deserves greater research attention. J Heal Serv Res policy. 2015;20(1):62–4.
5. McLeod C. Stanford encyclopedia of philosophy- Trust. 2015. Available from:
https://plato.stanford.edu/entries/trust/. [cited 2018 Jul 30]
7. Bayer R, Dupuis L. Health, and civil. Br Med J. 1995;11(11):307–26.
6. WHO. Global Tuberculosis Report 2017. Geneva: Who; 2017. p. 1–262.
8. Bull S, Roberts N, Parker M. Views of ethical best practices in sharing
individual-level data from medical and public Health Research: a systematic
scoping review. J Empir Res Hum Res Ethics. 2015;10(3):225–38.
9. Geller G, Dvoskin R, Thio CL, Duggal P, Lewis MH, Bailey TC, et al. Genomics
and infectious disease: a call to identify the ethical, legal and social
implications for public health and clinical practice. Genome Med. 2014;6:1–13.
10. Denny SG, Silaigwana B, Wassenaar D, Bull S, Parker M. Developing ethical
practices for public health research data sharing in South Africa: the views

Jackson et al. BMC Medical Ethics

11.

12.
13.
14.
15.

16.

17.
18.
19.
20.
21.
22.

23.

24.

25.

26.
27.
28.
29.

30.

31.
32.

33.

34.
35.
36.

(2019) 20:43

and experiences from a diverse sample of research stakeholders. J Empir
Res Hum Res Ethics. 2015;10(3):290–301.
Ng NY, Ruger JP. Global health governance at a crossroads. Glob Health
Gov [Internet] 2011;3(2):1–37. Available from: http://www.ncbi.nlm.nih.gov/
pubmed/24729828%5Cnhttp://www.pubmedcentral.nih.gov/articlerender.
fcgi?artid=PMC3983705
Bayer R, Greco DB, Ramachandran R. The ethics of clinical and
epidemiological research. Int J Tuberc Lung Dis. 2011;15(SUPPL. 2):25–9.
Patton MQ. Qualitative Research & Evaluation Methods: Integrating Theory
and Practice, 4th ed. Thousand Oaks: Sage Publishing; 2014.
Braun V, Clarke V. Using thematic analysis in psychology using thematic
analysis in psychology. Qual Res Psychol. 2006;0887(January):77–101.
Jamal L, Robinson JO, Christensen KD, Blumenthal-Barby J, Slashinski MJ,
Perry DL, et al. When bins blur: patient perspectives on categories of results
from clinical whole genome sequencing. AJOB Empir Bioeth. 2017;8(2):82–8
Available from: https://doi.org/10.1080/23294515.2017.1287786.
Klingler C, Silva DS, Schuermann C, Reis AA, Saxena A, Strech D. Ethical
issues in public health surveillance: a systematic qualitative review. BMC
Public Health. 2017;17(1):1–13.
Institute of Medicine (US) Committee for the Study of the Future of Public Health.
The future of public health. Washington (DC): National Academies Press; 1988.
Childress JE, Faden RR, Gaare RD, Gosm L, Kahn J, Bonnie RJ, et al. Public
health ethics: mapping the terrain. J Law Med Ethics. 2002;30:170–8.
Lucassen A, Houlston RS. The challenges of genome analysis in the health
care setting. Genes (Basel). 2014;5(3):576–85.
Moodley K. Legitimacy, trust and stakeholder engagement: biobanking in
South Africa. Asian Bioeth Rev. 2017;4:325–34.
Meslin EM. The value of using top-down and bottom-up approaches for building trust
and transparency in biobanking. Public Health Genomics. 2010;46202:207–14.
Lipworth W, Morrell B, Irvine R, Kerridge I. An empirical reappraisal of public
trust in biobanking research : rethinking restrictive consent requirements. J
Law Med. 2008;2009:119–32.
Moodley K, Singh S. “It’s all about trust”: reflections of researchers on the complexity
and controversy surrounding biobanking in South Africa. BMC Med Ethics. 2016;
17(1):1–9 Available from: https://doi.org/10.1186/s12910-016-0140-2.
Charlebois K, Palmour N, Knoppers BM. The adoption of cloud computing
in the field of genomics research : the influence of ethical and legal issues.
PLoS One. 2016;11(10):1–33.
De Vries J, Williams TN, Bojang K, Kwiatkowski DP, Fitzpatrick R, Parker M.
Knowing who to trust : exploring the role of ‘ ethical metadata ’ in
mediating risk of harm in collaborative genomics research in Africa. BMC
Med Ethics. 2014;15(1):1–10.
O’Neill O. Autonomy and Trust in Bioethics. Cambridge: Cambridge
University Press; 2002.
Hardin R. Trust. Cambridge: Polity Press; 2006.
Potter NN. How can I be trusted?: a virtue theory of trustworthiness.
Maryland: Rowman & Littlefield; 2002.
Hagendijk R. The public understanding of science and public participation
in regulated worlds. Minerva. 2004;42:41–59 Available from: http://www.
springerlink.com/content/v18x5l5476380254/.
Reynolds L, Sariola S. The ethics and politics of community engagement in
global health research. Crit Public Health. 2018;28(3):257–68 Available from:
https://doi.org/10.1080/09581596.2018.1449598.
King KF, Kolopack P, Merritt MW, Lavery J. Community engagement and the
human infrastructure of global health research. BMC Med Ethics. 2014;15(1):1–6.
Regimens CP to TD. Good Participatory Practice guidelines for TB drug trials
2012. Available from: https://www.cptrinitiative.org/downloads/resources/
GPP-TB Oct1 2012 FINAL.pdf.
Global Advocacy for HIV Prevention. Good participatory practice: guidelines
for biomedical HIV prevention trials. 2011. Available from: https://www.avac.
org/sites/default/files%0A/resource-files/Good Participatory Practice
guidelines_June_2011.pdf.
Bayer R, Dupuis L. Tuberculosis, public health, and civil liberties. Annu Rev
Public Heal. 1995;16:307–26.
Trust W. About us | Wellcome. Available from: https://wellcome.ac.uk/aboutus. [cited 2018 Jul 30]
Gates, Bill; Gates M. Letter from Bill and Melinda Gates - Bill &amp; Melinda
Gates Foundation. Available from: https://www.gatesfoundation.org/Who-WeAre/General-Information/Letter-from-Bill-and-Melinda-Gates. [cited 2018 Jul 30]

Page 14 of 14

37. UNAIDS. TB Anywhere is TB Everywhere | UNAIDS. UNAIDS. 2007. Available
from: http://www.unaids.org/en/resources/presscentre/featurestories/2007/
march/20070320tbanywherewtbday. [cited 2018 Aug 26]
38. Bezuidenhout L, Chakauya E. Hidden concerns of sharing research data by
low/middle- income country scientists. Glob Bioeth. 2018;29(1):39–54
Available from: https://www.ncbi.nlm.nih.gov/pmc/articles/PMC5827722/
pdf/rgbe-29-1441780.pdf.
39. Cinnamon J. Social injustice in surveillance capitalism. Surveill Soc. 2017;
15(5):609–25 Available from: https://ojs.library.queensu.ca/index.php/
surveillance-and-society/article/view/6433?articlesBySimilarityPage=2.

Publisher’s Note
Springer Nature remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

