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FemTech and empowerment
International human rights guidelines recognize a wom-
en’s right to make decisions about their own bodies and 
reproductive health (RH) [4]. This includes the right to 
make decisions about her body, the right to access reli-
able information about RH, and the right to reproductive 
freedom (RF) [5, 6]. The latter includes the right to access 
abortion and other RH services and the right to be free 
from discrimination and coercion when making deci-
sions about RH [2].

FemTech can help women take control of their bodies 
and make informed decisions about their RH by provid-
ing accessible information on RH and convenient ways to 
track and manage their health. This can include a wide 
range of products and services, such as apps, devices, and 
services related to RH, fertility, pregnancy, menopause, 
and other WH issues [5].

Thus, FemTech has the potential to empower women 
in exercising their reproductive rights, as the FemTech 
industry claims repeatedly [7] – exemplarily shown by 
the FemTech Analytics Report of 2022: “FemTech is a 
technology that is empowering women” [1]. FemTech 
services are sold with the claim to give women more con-
trol and understanding of their bodies [5]. This supposed 
empowerment thus enables women to make informed 
choices about their menstrual, sexual, and RH and overall 
well-being [7].

Background
The term ‘FemTech’ denotes technologies that are 
designed for women’s health. The FemTech industry has 
seen growth in recent years and is considered a rapidly 
expanding global market with a large user base [1]. How-
ever, studies conducted on FemTech have identified a 
number of privacy and security concerns related to the 
collection and use of personal and health data includ-
ing the potential for unauthorized access, sharing, or 
misuse of this data, and the need for strong data privacy 
protection practices [2, 3]. This is of relevance given that 
FemTech companies must comply with diverging regula-
tions and laws that exist in different countries. Further-
more, women’s health (WH) issues can vary in sensitivity 
depending on local cultural, religious, or legal factors.
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The sensitive nature of FemTech data
However, on the flipside of this claim to empowerment 
are the risks that FemTech may pose to its users. Fem-
Tech companies not only collect personal health data in 
the legal sense but also sensitive and intimate data in a 
cultural sense [8]. Such data can reveal sensitive and per-
sonal information about an individual; e.g., about an indi-
vidual’s sexual preferences, sexual interactions, number 
of orgasms, birth control measures, childbearing journey, 
including miscarriage or abortion, and the associated 
mood and mental health of those women [2, 8].

If this intimate private data got shared, hacked, or mis-
handled, the affected women may suffer serious prob-
lems [2]. Although FemTech frequently gathers health 
data, it lacks the safeguards typically provided for health 
data collected in clinical settings. Because cultural and 
societal stigmas and taboos have historically relegated 
women’s health, bodies, and sexuality [5], mishandling 
this data can have significant implications for an indi-
vidual’s privacy, safety, reputation, and overall well-being. 
Depending on the legal situation in the respective coun-
try, this could lead to legal surveillance, civil detentions, 
forced interventions, or criminal prosecution. This is why 
this data is considered to be highly sensitive and deserves 
protection – and the alarming level of women’s vulner-
ability to privacy risks due to the mismanagement and 
misuse of such data in a sociocultural context is a major 
concern [3].

Diverse global regulations
Most of the FemTech companies offer their services glob-
ally, assisted by the global rise in smartphone usage. This 
means that they need to comply with a wide range of 
laws and regulations in different countries [5]. For assess-
ing the consequences of this sensitive nature of FemTech 
data, we need to look at the diversity of global regulation 
– not only regarding data protection, but also concerning 
laws that govern women’s health, including laws around 
abortion.

In terms of privacy and data protection, FemTech com-
panies must comply with different legal regimes. Some 
countries have specific laws that apply to health data, 
including data collected by FemTech, such as The EU 
General Data Protection Regulation [5]. In other coun-
tries, health data may be covered by more general data 
protection laws not specific to FemTech, such as the 
Health Insurance Portability and Accountability Act in 
the US [9]. Yet in other countries, there is even a lack of 
regulations when it comes to health data privacy [10]. 
This lack of a uniform privacy framework for health data 
broadly and FemTech data specifically has led to a wide 
range of privacy practices within the FemTech industry. 
This is of particular relevance for FemTech technologies 

specifically designed for women, who have historically 
faced oppression by social and legal systems [5].

When looking at differences related to laws that 
directly affect RF and health, the situation becomes 
even more complex. Laws and cultural norms around 
RH vary widely around the world [5]. In some countries, 
pregnancy outside of marriage is a criminal offense. In 
other countries, abortion is not legal, and even miscar-
riages can risk jail time. Countries like Iran have a law 
that severely restricts access to abortion, contraception, 
voluntary sterilization services, and related informa-
tion [11]. Under such conditions, FemTech data may 
capture information on illegal activities, thus endanger-
ing users of FemTech should this data be accessed or 
shared. An illustrative case is the US, where on June 24, 
2022, the Supreme Court overturned Roe v. Wade, end-
ing almost 50 years of federally legal abortion [12, 13]. 
The overturn of Roe v. Wade allows states to make their 
own laws around abortion, leading to criminalization in 
some and liberalization in others. Where abortion is ille-
gal, FemTech and other online data can then become an 
instrument to criminalize users [14–16]. As an example, 
in April 2017, a woman in Mississippi was accused of 
second-degree murder after experiencing a miscarriage 
and seeking treatment at a hospital. Prosecutors used her 
online search history and the purchase of the drug miso-
prostol as evidence to suggest that she had intentionally 
terminated her pregnancy [17]. In another example, the 
US Federal Trade Commission complaint revealed that 
the popular fertility tracking software, Premom by Easy 
Healthcare, shared users’ sensitive health information 
with third-party advertisers, including Google and the 
marketing firm AppsFlyer, without their consent since 
2018 [18].

Ethical problems
Given the complex nature of global regulations, espe-
cially when it comes to WH issues and data regulations, 
FemTech often fails to recognize that womanhood is not 
a one-size-fits-all experience, which only exacerbates 
the problems caused by the maintenance and reinforce-
ment of norms in this area [5]. We suspect that FemTech 
providers assume that the data their tools collect can-
not be used against their users. But this is wrong. Rather, 
the FemTech industry is confronted with the following 
three ethical problems that result from this diverse legal 
landscape.

We call the first ethical problem “deep misinforma-
tion” of the users of FemTech. As outlined above, this 
technology is embedded in a narrative of empowerment 
and liberation of women by collecting data and provid-
ing tools that allow the users to “take back control” and 
to even exercise a degree of freedom that may be in sharp 
contrast to the actual socio-cultural context in which the 
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users are living. Users are not made aware that by using 
FemTech tools they may create “evidence” that can be 
used against them even in a legal sense.

The providers of FemTech are explicitly building their 
whole strategy of gaining users on the narrative of lib-
eration and empowerment – maybe even reflecting their 
own “company philosophy” as well as their socio-cultural 
background, given that most such services are based in 
countries with relatively liberal regimes with respect to 
sexual and RH [7]. But when the promotion of those ser-
vices does not consider that their users may live in coun-
tries whose social and legal systems are in conflict with 
such empowerment, we have a case of “deep misinforma-
tion”. Therefore, from an ethical point-of-view, the first 
minimal requirement for FemTech companies is to take 
the cultural context of their users into account in their 
informed consent policy to avoid this “deep misinforma-
tion”, even if this results in a loss of customers.

The second ethical problem concerns the potential 
“moral blindness” for those issues of the app developers, 
designers, and managers of the companies that create 
FemTech. They may indeed act in good faith by creating 
and promoting those technologies, but their view on the 
technology and the data collected by the technology is 
one-sided, neglecting the risk that a legislative change, as 
the case of overturning Roe v. Wade in the US illustrates, 
can create or that users living in more repressive legal or 
socio-cultural environments may bear. The absence of 
safeguards, such as the possibility to permanently delete 
data that may become dangerous for their users, engage 
developers in an ethical dilemma by making them accom-
plices of a policy that they may oppose. Therefore, from 
an ethical point-of-view, the second minimal require-
ment for FemTech companies is to include technological 
solutions that enable their users to detect that their Fem-
Tech device is collecting “dangerous data” and act upon it 
by creating enhanced safeguards.

The third ethical problem is that FemTech companies 
may be placed in a position that legally requires them to 
perform some “surveillance functions” if they want to 
be present in certain markets (e.g., by either routinely 
checking user data for suspicious behavior or by provid-
ing access to law enforcement authorities). Companies 
should be aware of this risk and proactively consider 
potential consequences. This may lead to the conclusion 
not to enter certain markets (such as Google who pulled 
its search engine from China in 2010 because of strict 
government censorship online) or to be prepared that 
their service may be blocked for users of certain countries 
not complying with certain law enforcement requests. 
Such decisions should then be explicitly outlined in the 
information policy for users from affected countries.

Conclusion
Our considerations demonstrate that the nature of per-
sonal and health data collected by FemTech is intimate 
and deeply private. Furthermore, the legal conditions 
and regulations in various parts of the world are diverse 
– which may for example criminalize certain acts such 
as abortion – and they may become subject to significant 
changes over time. This contrasts with the global nature 
of FemTech, which is accessible across borders. Given 
that studies demonstrate rather poor data privacy and 
security standards of FemTech by sharing and/or selling 
data with third parties, we consider the following mea-
sures indispensable:

1) FemTech providers should inform the users that 
local legislation concerning RH may be in tension 
with the empowerment intention of the apps. They 
should point to the risk that certain kinds of data 
could become evidence against the user in criminal 
proceedings in countries where abortion, certain 
sexual preferences, or other aspects of reproductive 
and/or sexual health are criminalized.

2) FemTech providers should generally increase their 
data privacy and security standards. They should 
offer options that FemTech users can permanently 
delete their data if certain circumstances (such as 
legislative changes) endanger their users. They also 
should uphold the principle of data minimization 
and only collect data that is necessary for providing 
the service.

3) Femtech providers should be very restrictive in 
sharing any data they collect. Specifically, they 
should consider the possibility that they may be 
forced by law enforcement authorities to release data 
and they should implement preparatory measures 
to handle such cases to maximize the protection of 
their users.

Implementing those measures may be supported by 
creating a shared standard in the industry or may need 
more restrictive regulation. Nevertheless, we consider 
those measures necessary to uphold the stated intention 
of empowering women through FemTech and to protect 
the safety and security of the women FemTech companies 
claim to care for, no matter the legal, social, or cultural 
settings they live in.
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