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Abstract

Background: Large-scale linkage of international clinical datasets could lead to unique insights into disease
aetiology and facilitate treatment evaluation and drug development. Hereto, multi-stakeholder consortia are
currently designing several disease-specific translational research platforms to enable international health data
sharing. Despite the recent adoption of the EU General Data Protection Regulation (GDPR), the procedures for how
to govern responsible data sharing in such projects are not at all spelled out yet. In search of a first, basic outline of
an ethical governance framework, we set out to explore relevant ethical principles and norms.

Methods: We performed a systematic review of literature and ethical guidelines for principles and norms pertaining
to data sharing for international health research.

Results: We observed an abundance of principles and norms with considerable convergence at the aggregate level
of four overarching themes: societal benefits and value; distribution of risks, benefits and burdens; respect for
individuals and groups; and public trust and engagement. However, at the level of principles and norms we
identified substantial variation in the phrasing and level of detail, the number and content of norms considered
necessary to protect a principle, and the contextual approaches in which principles and norms are used.

Conclusions: While providing some helpful leads for further work on a coherent governance framework for data
sharing, the current collection of principles and norms prompts important questions about how to streamline
terminology regarding de-identification and how to harmonise the identified principles and norms into a coherent
governance framework that promotes data sharing while securing public trust.
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Background
Recently, a number of multi-stakeholder initiatives have
been funded to develop data-driven translational re-
search platforms to improve patient outcomes and re-
duce the societal burden of specific disease areas in the
European Union (EU) [1, 2]. The Innovative Medicines
Initiative’s (IMI) BigData@Heart is an example of a con-
sortium that is currently designing an international data
sharing platform to stimulate drug development and
personalised medicine for cardiovascular disease. To

ensure responsible use of data in BigData@Heart as well
as similar research projects, good governance of data
sharing and data access is critical [1].
So far, no blueprint of a broadly accepted governance

framework exists. The recently adopted General Data Pro-
tection Regulation (GDPR) (Regulation (EU) 2016/679)
will not be able to provide for the necessary guidance in
full, since specific provisions for scientific research may
still be formulated at the level of national jurisdictions
within the EU [3]. Moreover, compliance with the law
does not always guarantee that data is used in morally ac-
ceptable ways, or that public trust is secured [4]. The
evolving landscape of big health data raises new questions
about both familiar ethical concepts (such as privacy, con-
fidentiality and informed consent), as well as novel ones.
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These developments indicate that innovative and adapt-
able governance models are highly needed to establish a
practice of truly responsible data sharing.
To identify what elements are considered inherent to a

governance structure for responsible data sharing within
(consortium-wide) platforms for international health re-
search, we reviewed frameworks for data sharing as de-
scribed in the academic literature and in ethical
guidelines. This study was driven by the question: What
are the ethically relevant principles and norms so far de-
veloped by (international) working groups or profes-
sional organisations with respect to international data
sharing in health research?

Methods
Search and selection
We performed a systematic review of principles and
norms for responsible health data sharing as identified
from the academic, peer-reviewed literature. In addition,
we reviewed the principles and norms as developed in a
selection of relevant ethical guidelines.

Search
Relevant literature was identified through a systematic
search in three databases for scientific, peer-reviewed lit-
erature, covering the PubMed, EMBASE and Scopus da-
tabases (See Appendix 1 for a breakdown of search
terms). Search strings were adjusted to the type of data-
base to restrict superfluous results to a minimum (See
Appendix 2). Google Scholar was searched for additional
sources, including grey literature. Relevant guidelines
and policy documents on data sharing in international
health research were identified with help from six aca-
demic and industry partners from the IMI BigData@-
Heart consortium with expertise in health law (n = 2),
regulatory science (n = 2) and research ethics (n = 2). Ex-
perts were asked to list the ethical guidelines they found
most relevant to policy and practice.

Selection
For inclusion, publications were required to present a
coherent set of principles and/or norms that could

potentially function as or at least be construed as part of
a model or framework for ethically responsible data
sharing (Table 1). Here, we understand “principles” to
constitute propositions that together serve as the foun-
dation for a system of governing norms. We use “norms”
to refer to standards for ethically responsible behaviour
or actions. We depart from the assumption that princi-
ples inform norms, and that no governance framework
can go without these elements. Documents were in-
cluded if norms and principles were discussed along
with tangible measures to facilitate implementation into
policy and if the content was developed by or in collab-
oration with (international) working groups or profes-
sional organisations active in the field of health data
sharing. Since we were also specifically interested in de-
velopments over recent years, we limited our eligibility
to sources published between 2006 and 6 August 2018.
Only sources published in English were eligible.
National and EU laws were excluded from this study be-

cause we were primarily interested in elements of a gov-
ernance framework that provides comprehensive moral
guidance, not only enforces legal compliance. Even though
the law does require the implementation of a number of
organisational and technical measures, what a governance
framework exactly looks like is ultimately to be developed
in practice [5]. Publications that were limited to a discus-
sion of benefits, imperatives or challenges for health data
sharing or IT infrastructures for Big Data research were
not deemed relevant to the purpose of this review. All
sources that were not of relevance to the European con-
text were also excluded (e.g., practice guidelines for low
and middle income countries).

Data extraction and analysis
From all included references and guidelines we extracted
the following data: author names, year of publication, or-
ganisation or working group, countries the recommenda-
tions apply to (EU/US/international), and the status of the
recommendation. By ‘status’ we mean whether the recom-
mendation, for example, has a legal basis, is an ethical
guideline, comprises lessons learned, or is an academic
proposal. Qualitative content analysis was performed for

Table 1 Inclusion and exclusion criteria

Inclusion criteria Exclusion criteria

Publication describes norms and/or principles for sharing of health data Publication describes only national and/or EU law

Publication describes coherent set of principles and/or norms that could
potentially function as or at least be construed as part of a model or framework
for responsible data sharing

Publication describes only benefits, imperatives or challenges for
health data sharing or IT infrastructures for Big Data research

Publication discusses norms and principles along with tangible measures to
facilitate implementation in policy

Publication not of relevance to the European context

Publication preferably issued by or in collaboration with (international) working
groups or professional organisations active in the field of health data sharing

Publication not written in English

Publication published between 2006 and 6 August 2018.
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principles and norms by two independent assessors using
the Covidence online support tool for systematic reviews
and NVivo qualitative data analysis software (QSR Inter-
national, Version 11).

Results
Selection and data extraction
The literature database searches resulted in a total of
1083 unique records (Fig. 1). Ultimately, we included 31
articles for final review (Table 2). The expert consult-
ation resulted in the inclusion of 10 ethical guidelines by
7 different organisations or working groups (Table 3).
The selected guidelines were published between 2007
and 2017. Identified principles and norms were grouped
in themes as a means to structure the research findings.
Descriptive themes were established through an iterative
method and with consensus of all study authors.

Themes, principles and norms
Following data extraction from all sources, the identified
principles (and the respective norms promoting those
principles) could be grouped among four overarching
themes: (1) Societal benefits and value; (2) distribution
of risks, benefits and burdens; (3) respect for individuals

and groups; and (4) public trust and engagement
(Table 4).

Societal benefits and value
In most sources, data sharing activities were required to
be governed by principles that overall maximise health
benefits or wellbeing (both public and individual) and
that serve ends of social value. To realise the potential
benefits, sources underpin the importance of the quality
and comprehensiveness of the data to be shared, and the
scientific validity and social value of the study protocols
submitted by researchers in order to use the data. Once
quality and validity have been established, many sources
demand a data sharing infrastructure that is accessible,
enables efficient use, is highly interoperable and sustain-
able for the future (See Table 4).
In terms of how to bring the principles into practice,

sources rely on a wide range of norms, rules and recom-
mendations. First, sources deduce from the potential
benefits that there in fact exists a duty to share data for
scientific research, or a right to science [6]. The Institute
of Medicine (IOM), the International Committee of
Medical Journal Editors and the European Federation of
Pharmaceutical Industries and Associations (EFPIA)
have come forward with statements about researchers’

Fig. 1 Flow diagram of the selection and inclusion of publications
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Table 2 Academic publications included for review
No. Authors (year) Organisation, Working group or Institution Country Status

1 Board of Directors of the American College
of Medical Genetics and Genomics, 2017
[44]

American College of Medical Genetics and Genomics (ACMG) USA Policy statement

2 Alfonso, 2017 [7] International Committee of Medical Journal Editors (ICMJE) International Policy statement

3 Allen et al, 2014 [28] Beacon Community Cooperative Agreement Program USA Lessons learned

4 Andrew et al, 2016 [38] Research collaboration to link data from the Australian Stroke
Clinical Registry (AuSCR), the National Death Index, and state held hospital data

Australia Process
evaluation

5 Antman et al, 2015 [25] American Heart Association Data Summit 2015 USA Summit report

6 Auffray et al, 2016 [13] Expert workshop organized by the European Commission (EC) EU Expert workshop

7 Baker et al, 2016 [15] Fair Information Practices Principles (FIPPs) by the Department of Health and
Human Services (USA)

USA

8 Banzi et al, 2014 [41] Discussion of the European Medicines Agency (EMA) draft policy on publication
and access to clinical trial data

EU Commentary

9 Bredenoord et al, 2015 [29] International Stem Cell Forum Ethics Working Party International Policy statement

10 Chan et al, 2016 [21] UK National Data Guardian for Health and Care’s Review of Data Security, Consent
and Opt-Outs

UK

11 Chokshi et al, 2006 [34] MalariaGEN (Malaria Genomic Epidemiology Network) International Process
evaluation

12 Deverka et al, 2017 [27] Meet-up of representatives of a range of stakeholders, including healthcare systems,
clinical laboratories, technology companies, academia, government,
nongovernmental organizations, and patient and community advocacy groups

International Policy
recommendations

13 Dove et al, 2013 [24] Safe Harbor Framework for International Ethics Equivalency International Policy framework

14 Duchange et al, 2014 [36] EU LeukoTreat program EU Process
evaluation

15 Dyke & Hubbard, 2011 [11] Wellcome Trust Sanger, Human Genome Project International Process
evaluation

16 Dyke et al, 2016 [40] Global Alliance for Genomics and Health International Guidance
recommendations

17 Floridi et al, 2018 [33] European Medical Information Framework (EMIF) project EU Process
evaluation

18 Knoppers & Thorogood, 2017 [6] Global Alliance for Genomics and Health International Governance
framework

19 Knoppers, 2014 [23] Global Alliance for Genomics and Health International Governance
framework

20 Knoppers et al, 2011 [26] Public Population Project in Genomics (P3G), the European Network for Genetic and
Genomic Epidemiology (ENGAGE) and the Centre for Health, Law and Emerging
Technologies (HeLEX)

International Code of Conduct

21 Kostkova et al, 2016 [43] Stakeholder roundtable debate, set up by University College London (UCL) UK Policy
recommendations

22 Kuehn, 2014 [8] Institute of Medicine (IOM) USA Policy framework

23 Laurie & Sethi, 2013 [32] Scottish Health Informatics Programme (SHIP) UK Guidance
recommendations

24 Lea et al, 2016 [14] The Farr Institute and use of Data Safe Havens UK Process
evaluation

25 Mascalzoni et al, 2015 [35] Stakeholder workshop, considered by the Rare Diseases Connect Patient Ethics
Council and the Rare Diseases Connect Patient Advisory Council, which endorsed
the Draft Charter as the patient consulting bodies of Rare Diseases Connect

International International
Charter of
Principles

26 Paltoo et al, 2014 [46] National Institutes of Health USA Policy statement

27 Prainsack & Buyx, 2013 [45] King’s College and University College London UK Governance
model

28 Rodriguez et al, 2009 [20] International summit, convened by the National Cancer Institute (NCI) of the
National Institutes of Health (NIH)

International Amsterdam
Principles

29 Shenkin et al, 2017 [39] BRAINS (Brain Imaging in Normal Subjects) Expert Working Group Policy
recommendations

30 Sugano et al, 2014 [30] Regulatory and Ethics Working Group, Global Alliance for Genomics & Health International Code of Conduct

31 Tucker et al, 2016 [42] EFSPI (European Federation of Statisticians in the Pharmaceutical Industry) and PSI
(Statisticians in the Pharmaceutical Industry) Data Sharing Working Group

International Policy
recommendations
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and companies’ duty to share their clinical trial data [7–
9]. To effectuate the duty to share, sources state that
awareness about the benefits of data sharing should be
raised among stakeholders, and that collaborative part-
nerships and data sharing practices should be promoted
[10]. Other recommendations include devoting efforts
and resources to alleviate disincentives for data sharing,
such as publication moratoria [11]. The sharing of
well-managed datasets and commitments to disseminate
the results generated from the data (mostly through

reports and supporting scientific publications) are con-
sidered an equally important element of maximising
benefits of data sharing [12–14].
Continuous efforts are considered necessary to im-

prove and maintain data quality and reproducibility [15,
16]. Demands with respect to data management and cur-
ation include cooperatively developing and implement-
ing quality standards or quality threshold metrics that
are submitted to continuous renewal and improvement
[17–20]. Sources emphasise the need for data control,

Table 3 Selected ethical guidelines and recommendations

Name of source Organisation, Year Status Scope, Addressed to

International Ethical
Guidelines for Health-
related Research Involving
Humans [17]

Council for International
Organizations of Medical Sciences
(CIOMS), 2016

Ethical guideline, applies to activities
designed to develop or contribute to
generalizable health knowledge

Universal scope, not defined whom it
is addressed to

Declaration of Taipei on
Ethical Considerations
Regarding Health
Databases and Biobanks
[31]

World Medical Association (WMA),
2016

Ethical guideline, applies to the
collection, storage and use of
identifiable data and biological material
beyond the individual care of patients

Universal scope, primarily addressed to
physicians. The WMA encourages
others to adopt the principles.

Declaration of Helsinki -
Ethical Principles for
Medical Research Involving
Human Subjects [37]

World Medical Association (WMA),
2013

Ethical guideline, applies to medical
research involving human subjects,
including research on identifiable
human material and data.

Universal scope, primarily addressed to
physicians. The WMA encourages
others to adopt the principles

Framework for Responsible
Sharing of Genomic and
Health-Related Data [10]

Global Alliance for Genomics and
Health (GA4GH), 2014

A principled and practical framework,
applies to the sharing of genomic and
health-related data (for biomedical
research)

Universal scope, addressed to all
entities or individuals using genomic
and health-related data

The collection, linking and
use of data in biomedical
research and health care:
ethical issues [16]

The Nuffield Council on Bioethics,
2015

Report that sets out ethical principles
and recommendations, related to the
design and governance of data
initiatives and data use for biological
and medical research

United Kingdom / universal, addressed
to anyone approaching a data initiative

Joint statement of
purpose—vision,
principles, and goals [12]

Funders of public health research,
2011

Joint statement of funders, applies to
sharing research data to improve
public health

Universal, addressed to funders and
the research community

Principles and Guidelines
for Access to Research
Data from Public Funding
[18]

Organisation for Economic Co-
operation and Development (OECD),
2007

A legally non-binding recommenda-
tion, often referred to as soft law. Ap-
plies to research data that are gathered
using public funds for the purposes of
producing publicly accessible
knowledge

Primarily addressed to OECD Member
Countries and intended to assist all
actors involved when trying to
improve the international sharing of,
and access to, research data

Recommendation of the
Council on Human
Biobanks and Genetic
Research Databases [19]

Organisation for Economic Co-
operation and Development (OECD),
2009

A legally non-binding recommenda-
tion, often referred to as soft law. Pro-
vides guidance for the establishment,
governance, management, operation,
access, use and discontinuation of hu-
man biobanks and genetic research
databases

OECD Countries, to be applied as
broadly as possible, in particular to aid
policy makers and practitioners who
are establishing new human biobanks
and genetic research databases. Can
also usefully be applied to existing
biobanks and databases

Recommendation of the
Council on Health Data
Governance [22]

Organisation for Economic Co-
operation and Development (OECD),
2017

A legally non-binding recommenda-
tion, often referred to as soft law. Ap-
plies to the access to, and the
processing of, personal health data for
health-related public interest purposes

OECD member countries and all levels
of government, encourages non-
governmental organisations to follow
this recommendation

Principles for Responsible
Clinical Trial Data Sharing:
Our Commitment to
Patients and Researchers
[9]

The European Federation of
Pharmaceutical Industries and
Associations (EFPIA) and the
Pharmaceutical Research and
Manufacturers of America (PhRMA),
2013

Joint policy of organisations
representing pharmaceutical industries

Members of EFPIA and PhRMA
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compliance with quality standards and feedback mecha-
nisms [10, 18] at every stage of data processing [19]. The
use of central repositories is recommended for depos-
ition of data [20]. To maximise scientific and social
value, data access requests will need to be submitted by
qualified researchers who are able to justify the research
purposes [21–24], and attest to the use of rigorous sci-
entific methods [9, 25, 26]. Those providing access for
secondary use should in turn secure comprehensiveness
of the data [20].
Accessibility of the data is considered a shared respon-

sibility of researchers, sponsors, research ethics commit-
tees and other stakeholders. These actors should work

together to (deliver reasonable efforts to) maximise ac-
cessibility, and encourage each other to do so too [10,
12, 16, 17, 19, 22]. Accessibility is further enhanced
through harmonisation of data access conditions and
procedures [13, 27], and by communicating these to
stakeholders [10, 18, 28]. One source speaks of the need
to establish a “healthy ecosystem” that relies on
stakeholder-informed principles and policies that ensure
that the needs and concerns of key stakeholders are ad-
dressed across different data initiatives [27]. In such an
ecosystem there is less emphasis on uniformity of ap-
proaches given that some initiatives already have their
own governance structures for data sharing in place.

Table 4 Themes and principles

Main themes Norms and principles

Societal benefits and value Accessibility [7, 10, 15, 19, 23, 25, 26, 30, 32, 34]
Data quality [10, 15, 18–20, 23, 24, 29, 30, 35]
Sustainability [10, 18, 19, 23, 25, 29, 30]
Scientific progress/value [10, 12, 17, 19]
Promote health and well-being [9, 10, 37]
Interoperability [18, 19, 27]
Scientific validity [25, 29, 35]
Societal benefit [22, 26, 31]
Duty to share [7, 8]
Collaboration and capacity building [17, 22]
Health-related public interest [22]
Improved clinical care [8]
Enhance healthcare decision-making [8]
Social value [17]
Individual benefit [22]
Improve public health [12]
Efficiency [18]

Distribution of risks, benefits and burdens Benefit sharing [19, 23, 29, 30]
Reciprocity [10, 23, 30, 35]
Risk-benefit evaluation [13, 14, 16, 32]
Equity and fairness [10, 12, 17, 33]
Protection of intellectual property [18, 34, 35]
Attribution [23, 30, 34]
Proportionality [24, 29, 30]
Ownership [21, 38]
Recognition and attribution [10]

Respect for individuals and groups Respect/protect privacy [11, 12, 15, 19, 22–25, 29–32, 35, 37, 38, 40–42, 44]
Protect confidentiality [7, 11, 19, 21, 23, 29–31, 37, 42]
Ensure data security [10, 18, 19, 21, 23, 24, 30, 39, 44]
Respect individuals [10, 16, 31, 33, 37]
Respect individual rights [16, 17, 19, 37]
Individual autonomy [11, 31, 35, 37]
Respect dignity of individuals [31, 37]
Respect (the dignity of) communities [10, 12]
Prevent discrimination [19, 31]
Legal compliance [24, 25]
Protect life, health and well-being [37]
Respect families [10]
Respect welfare of individuals [17]

Public trust and engagement Transparency [10, 15, 18, 19, 22, 23, 26, 29–31, 33, 43, 44]
Accountability [10, 15–19, 21–25, 29–32]
Engagement / participation [10, 15–17, 19, 22–25, 27, 31, 32]
Maintain public trust [15, 22–27, 31, 32]
Maintain integrity [15, 23, 24, 30, 31]
Responsibility [21, 23, 25, 29, 39, 42]
Professionalism [10, 18, 19, 22]
Health democracy [29]
Solidarity [45]
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Stakeholder-specific incentives to share data and
low-cost access to the international research community
are ways to increase accessibility [14, 26]. Many sources
consider the development of strategies, processes and/or
systems that help secure long-term accessibility and sus-
tainability of the organisation of great importance (e.g.,
through funding) [10, 18, 19, 23–25, 29, 30]. It should
be made clear how the data will be dealt with in the
event of discontinuation of the data holder [17, 19], or a
change of ownership [31]. Uniform policy is required
with respect to the duration of storage [19], and the dis-
posal and destruction of data [31].
Interoperability is enhanced by cataloguing data in a

consistent manner [14], according to internationally ac-
cepted standards and norms [10, 18, 19], by incorporat-
ing standardised design elements that provide for
compatibility [19], and through harmonisation of regula-
tory frameworks for data sharing in Europe [13]. Docu-
mentation of data quality and origin should be readily
available, verifiable [19], accurate, unbiased and propor-
tionate [10]. For those who have been granted access to
data, validation exercises should be allowed whenever
possible [18].

Distribution of risks, benefits and burdens
Many sources require that the burdens and benefits of
data sharing are fairly allocated. In other words, data
sharing efforts should adhere to principles of distributive
justice (See Table 4). Benefits to individuals and society
should be maximised and harms should be minimised
and thus should also be proportional [24, 29, 30]. Benefit
sharing and reciprocity is distinguished between partici-
pants and researchers, as well as between researchers,
secondary users, communities and funders [12, 22, 32].
One source states that it should be assured that benefits
are shared “as broadly as possible” [19], especially when
data is collected from vulnerable communities [31].
Equitable access is ensured by transparency rules, fair
access fees and a balance between the needs of data
holders, secondary users and the communities who ex-
pect health benefits to arise from the research [19, 22,
26]. Commercial interest is generally not considered a
reason to restrict access to data. One source states that
the criterion of commercial versus non-commercial re-
search is actually not very helpful, since research carried
out for commercial reasons or by commercial companies
can in fact be very beneficial to society [33]. Instead, ac-
cess should be based on balanced arrangements between
public and private parties [18] and whether or not these
parties are “bona fide”, meaning that their research
serves the ultimate goal to discover “new knowledge
intended for the general interest in health and to be
made publicly available without undue delay” [33].

Sources also emphasise the need for establishing ad-
equate systems for recognition, ownership and attribu-
tion, that are designed in such a way that due credit and
acknowledgment is given to all who contributed to the
results. To these principles between data holders and
secondary users, sources call upon the application of in-
tellectual property (IP) laws to data access arrangements
[18, 31, 34]. According to some sources, policy should
make sure to cover benefit sharing and IP issues as
transparently as possible, and for it to be communicated
appropriately [19, 31]. Researchers are required to report
back to the relevant data holders a list of publications
and patent issues arising from the database’s resources
[10, 19, 35]. However, others sources point out that ex-
clusive ownership runs counter to the goals of data shar-
ing initiatives [27, 33]. This would hold for individuals
whose data is being shared but also for other actors in-
volved in data sharing activities. A solution recom-
mended includes inserting a “perpetuity” clause as a
condition for making data available in a data sharing
platform [33]. The clause would only allow withdrawal
of the data in case the grounds for making them avail-
able have changed.

Respect for individuals and groups
Respect for individuals and groups is represented by an
abundance of identified principles, norms, rules and rec-
ommendations (See Table 4). From the principle of re-
spect for autonomy it follows that the purposes to which
data is shared should be consistent with the (scope of
the original) informed consent [9, 17, 19, 25, 35]. Some
sources differentiate between ‘specific informed consent’
and ‘broad informed consent’ or ‘dynamic informed con-
sent’ for a range of future data uses [16, 17, 19, 31].
When future use is specified at the time of data collec-
tion, or the data are collected for a given research pro-
ject, specific informed consent from individuals is
required [17, 31]. When this is not the case, some
sources permit the conditional use of broad consent
models [16, 17, 19, 22, 31]. Valid broad informed con-
sent relies on certain (additional) safeguards, such as a
proper governance framework and the provision of suffi-
cient information to participants [16, 17, 19, 31]. During
and/or after the informed consent process, sources state
that participants should be informed about the topics as
listed in Table 5. Clear and easy-to-use processes should
remove barriers for participants to withdraw their con-
sent for the use of their data at any time [17, 19, 22, 31].
Rights that are considered relevant for participants are
listed in Table 5. Furthermore, policies and procedures
are recommended for when and how to re-contact par-
ticipants [16, 17, 19, 31, 36], in particular with respect to
the return of unsolicited findings, and how participants
can request access to their data [15, 19].
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If informed consent for data access cannot reasonably
be obtained (“impossible” or “impracticable”), waivers of
informed consent may potentially be issued [17, 19, 31,
37, 38]. Some of the sources state that waivers of in-
formed consent for data (re-)use should be issued after
approval of a research ethics committee (REC) only, and
“in accordance with applicable law” and “ethical princi-
ples” [19, 39]. The Declaration of Taipei restricts waivers
to the event of a “clearly identified, serious and

immediate threat (...) to protect the health of the popula-
tion” [31], while the Council for International Organiza-
tions of Medical Sciences (CIOMS) guidelines demand
that the study has important social value and poses “no
more than minimal risks” [17]. An alternative is to have
RECs allow the conditional use of an ‘informed opt-out’
procedure [17]. Even in cases where no express consent
has been given, however, individuals should be able to
express preferences regarding the use of their data—at
least to the extent practicable [22].
Norms that help protect privacy and confidentiality in-

clude the establishment and periodical updating of se-
curity measures, protocols and other protective
safeguards [15, 16, 18, 19, 21, 22, 31, 40], which are pro-
portionate to the use and nature of the data [10, 37].
Substantial support was observed among sources for the
requirement to only store and share data that is
de-identified (anonymised or coded) [19, 21, 41, 42]. At
the same time, the limits of anonymity and confidential-
ity are acknowledged and should be anticipated [17, 19].
One source states that use of anonymised data should
generally be avoided because it makes it impossible to
add patient-level data and/or to re-contact participants
[35]. In all cases, researchers are said to have the obliga-
tion to inform individuals that complete confidentiality
can never be guaranteed [35]. There is agreement among
sources on the rule that the sharing of identifiable data
or permission for re-identification should only be
allowed for research purposes (unless ordered by law)
and after approval “conform applicable procedures” [19,
22]. Terms include access limitation to those with a
need-to-know [21], and restrictions on who may have
(third party) access to (potentially) identifiable data [15,
17, 19].
Data security is further enhanced if technical alterna-

tives for physical transfer of data are explored, such as
the use of secure data access centres and remote data
access facilities [22, 35]. To prevent unauthorised access
or any other misuse, robust infrastructures will need to
arrange for identity verification and authentication be-
fore access is granted [19, 21, 22]. Infrastructures should
also monitor and document any access to identifiable
data [19], and implement feedback mechanisms for data
security [10]. Policy should include statements about
how confidentiality is practically maintained [17], and
that users must refrain from any attempt to (re-)identify
participants [10, 16]. Essential to secured sharing is edu-
cation and training of researchers on issues such as data
security and privacy compliance [14, 43].

Public trust and engagement
Many sources report on principles and norms that relate
to maintaining public trust and engaging in public and
patient involvement and/or participation. Public trust

Table 5 Informing and enabling participants and the public
Potential participants need to be informed about:

–the type of research being carried out, the activities of health databases and/
or the research results [10, 19, 31];

–the legal basis and objectives of the data processing by third parties [22];

–how consent can be withdrawn, as well as the implications of and limits to
withdrawal [17, 19, 31];

–whether the participants retain any rights over the data [19];

–whether return of individual-level findings derived from analysis of the data is
foreseen and the right to opt-out from receiving such information [17, 19];

–how the data and the confidentiality of these data will be protected [17, 19];

–the limits to anonymity and confidentiality of data [10, 16, 17, 19];

–the exceptional circumstances and conditions under which researchers may
access data that is not coded or anonymous [19];

–the potential adverse consequences of breaches of confidentiality [17];

–information about an actual significant data breach or misuse of data [22];

–significant modifications to databases’ policies, protocols and procedures [19];

–entering into commercial collaborations or commercialisation of research
resources [19].

Enable participants to exercise the following rights:

–the right to withdraw consent [17, 19, 22, 31];

–the right to choose whether (and how) individual-level findings will be
returned [17, 19];

–the right to request for information about their data and its use [31];

–the right to request for corrections of omissions in data [31];

–the choice to opt-out of being re-contacted for research purposes [17].

Related to data sharing, public information should include the following items:

–the terms, procedures, policies and/or governance frameworks for data access
or sharing [10, 16, 18, 19, 22];

–for what purposes and ways in which data may be shared [10, 16, 22];

–a summary of (approved) data transfers [10], including a list of categories of
approved data recipients [22];

–the legal bases for sharing data [22];

–a catalogue of the resources accessible for research purposes [19];

–the duration of data storage [10];

–a specification of conditions attached to the use of the data [18];

–a summary of research results [19];

–commercial involvement and propriety claims [10];

–processes of withdrawal from data sharing [10];

–contact information and answers to frequently asked questions [19];

–procedures for handling complaints [31];

–the purpose, background, funding, scope, uncertainties and risks, scientific
rationale of the initiative or database and its funding [19];

–the disclosure of any conflict of interest involving personnel [19].
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and engagement constitute a theme that has instrumen-
tal value to maximise benefits, promote respect for per-
sons, minimise harms and to protects principles of
social justice. Nevertheless, we treat public trust and en-
gagement as a separate moral category to illustrate the
emphasis that it has been given in the reviewed sources
[14, 43]. Key principles reported by the sources that fos-
ter public trust and engagement are shown in Table 4.
According to reviewed sources, strategies used by data

sharing initiatives should be built upon trust, which is
gained by being trustworthy [27]. Sources emphasise the
need to develop formats and mechanisms that enable ef-
fective deliberation with relevant stakeholders—includ-
ing participants, the public, funders and the research
community—about important issues of data sharing [10,
13, 16, 17, 19, 25, 28]. More specifically, participation
should be increased in the design, governance and re-
view of data initiatives—of which the results should
eventually translate into policy [8]. Preferably, a regular
process of reviewing and modifying data access policies,
protocols and procedures should be in place [18, 19],
which pays heed to relevant issues that may change over
time (e.g., IT, legal and/or cultural issues) [18]. Other
opportunities for patient and public involvement include
events and workshops to disseminate research findings,
as well as organising lay presentations or panels, steering
committees and working groups to give participants a
meaningful voice in governance regarding their data [14,
21, 26]. One source explicitly places the participant at
the center of the data sharing infrastructure, so that in-
dividuals whose data is shared are more meaningfully
empowered to make decisions about access and use [27].
Through trusted intermediaries and easy-to-use tools in-
dividuals would be able to more easily contribute and
control use of their data [26].
The principle of transparency can be brought into

practice through different mechanisms. First and fore-
most, transparency needs to exist in all workflow of data
sharing activities and transactions (including documen-
tation) [15, 23, 29, 30, 44]. Especially transparency in
data sharing transactions is flagged as an essential com-
ponent of responsible data sharing. The principle is also
effectuated through the dissemination of public informa-
tion about ongoing data sharing activities [43]. Items
that are proposed to be included in such public informa-
tion are listed in Table 5. At the same time, researchers
and institutions will need to raise awareness and in-
crease understanding among the public towards the
need for data sharing to democratise health research [21,
29, 43].
Special consideration was given to the importance of

effective governance systems as a means to promote in-
tegrity, solidarity and accountability in data sharing ac-
tivities [15–17, 22, 43, 45]. Each international

collaborative data research initiative is expected to oper-
ate “within an explicit public ethics and governance
framework” [16]. The governance structure should
clearly outline the responsibilities of designated individ-
uals or entities [21], establish measures for accountabil-
ity (e.g., whether secondary use has met the intended
purposes and sanctions for breaches) [21], and install
mechanisms for monitoring, audits and general oversight
(e.g., good stewardship of stored data) [16, 17, 19, 21,
22]. A more specific recommendation is to establish a
governance committee to oversee policy developments
[11]. Compliance with existing legal requirements, eth-
ical principles and collaborative agreements is consid-
ered paramount [19, 21, 24, 25, 33, 39]. Particularly,
investments need to be made in fostering professional-
ism—which involves education and training of profes-
sionals and other staff—and communication with
participants and the public [14, 19, 43]. Social account-
ability arises from engagement of individuals in society,
supported by organisations that communicate to individ-
uals and society about the expectations and failures of
data governance [16].
In most sources, review and approval procedures by

an independent REC (or comparable review body) play
an important part in discussions about responsible data
sharing for health research [14, 39, 46]. Some sources
state that an REC (or comparable body) must review and
approve every study using collected data [17, 19, 31, 39].
Some aspects of REC review have already been discussed
in the context of respect for individuals and groups. The
full list of items or situations that are considered subject
to ethics review and approval can be found in Table 6.
Data access should be based on the legitimacy of the re-
search purpose [9], objective and clearly articulated cri-
teria (as recorded in policy documents) [24], and
restricted to researchers who have received adequate
data security training [14], and who are subject to insti-
tutional oversight and effective sanctioning [16, 19, 21].
When access to data is granted, agreements should spe-
cify the terms of access [19, 22, 31]. Transactions can be
responsibly facilitated through the use of binding data
access agreements (DAAs), such as data transfer agree-
ments (DTAs) [7, 29, 32, 36, 42]. Ideally, these DAAs
follow a standardised format to regulate access uni-
formly and consistently. DAAs should include arrange-
ments to promote good practices to enable quality
control [18], arrangements for a secure transfer [22],
and appropriate and effective means to sanction misuse
or non-compliance [22, 27].

Discussion
This systematic review of the academic literature and re-
search ethical guidelines provides a unique overview of
principles and norms that are considered inherent to a
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governance framework for responsible data sharing.
Content of 31 international academic publications and
ten guidelines was qualitatively analysed. We observed
an abundance of principles and norms with considerable
convergence at the aggregate level of four overarching
themes: societal benefits and value; distribution of risks,
benefits and burdens; respect for individuals and groups;
and public trust and engagement.
In terms of societal benefits and value, it is considered

necessary by some to raise awareness about the duty to
share health data, and to secure that only high-quality
data is shared for scientifically valid proposals. Systems
for data sharing should allow for efficient use, and be
highly interoperable and accessible, as well as sustainable
for the future. To ensure fair distribution of risks, bene-
fits and burdens, effective mechanisms for benefit shar-
ing will need to be in place. Collective evidence
generation requires governance that has systems for rec-
ognition, attribution and ownership built in. Respect for
individuals and groups covered a range of identified
principles and norms, among which the principles to re-
spect privacy and confidentiality were by far the most
prominent. There is a growing consensus that absolute
anonymity or confidentiality cannot be guaranteed, des-
pite the common requirement to de-identify data to pro-
tect privacy. Moreover, because of the nature of data
sharing activities, it is acknowledged that alternatives
will need to be devised for traditional, specific informed
consent. What is more, it is recommended in most of
the sources that an ethics committee (or a comparable
body) reviews and approves data access requests. Lastly,

public trust is crucial to responsible data sharing. In this
relation, accountability, transparency, integrity and pro-
fessionalism are key principles. Continued stakeholder
engagement, from study design to the dissemination of
research findings, can and should be facilitated using dif-
ferent methods.
At the level of principles and norms we observed sub-

stantial variation in: (1) the phrasing and level of detail
of principles and norms, (2) the number and content of
norms considered necessary to protect a principle, and
(3) the contextual approaches in which principles and
norms are used. An example of point (1) is that some
sources reported only in very general terms on relevant
principles (e.g., “data sharing should be transparent” or
“access should be ensured”), while others provided more
detailed descriptions (e.g., “the public should be continu-
ously updated about ongoing data sharing activities” or
“ensure low data access fees”). Point (2) is exemplified
by the diversity of norms related to informed consent
and exemptions from (specific) consent requirements.
Only some of the sources explicitly allow the conditional
use of broad informed consent models or opt-out proce-
dures. With respect to point (3), whereas one source
would discourage the use of anonymised data other
sources would actually demand complete
de-identification. While the identified principles and
norms provide helpful guidance on an impressive range
of items, these three points indicate that the current col-
lection of principles and norms still requires further
work on how to exactly incorporate principles and
norms into a coherent yet adaptable governance frame-
work for health data sharing. Although different collab-
orative partnerships have already undertaken steps
towards the latter [47, 48], we stress the need for contin-
ued efforts to further develop and implement such a
governance framework for international data sharing
projects [5].
A particular issue of importance we wish to ad-

dress here is that our analysis also points to a confu-
sion in the meaning of terms used to describe the
degree and type of data de-identification. This could
affect both the sharing, security and confidentiality
of that data. Our findings support the notion of
what Phillips and Knoppers have labelled a “Babel--
like lexicon for de-identified data” [49]. While fun-
ders and research organisations push towards
increased data sharing, there are legal duties that re-
quire ‘de-identification’ to protect privacy. We found
that one fairly undisputed recommendation is to in-
form participants about the limits of anonymity and
confidentiality. However, the extent to which princi-
ples and norms apply to data with varying degrees of
de-identification remains largely unclear. The GDPR
provides no guidance for sharing of de-identified

Table 6 Items subject to ethical review

An REC (or a comparable ethical review body) should review:

–whether the consent given is sufficient for the planned use [17, 31];

–for determining when to seek re-consent [19];

–use of data on the basis of broad consent [19];

–(the justification of) a waiver of informed consent requirements [17,
19, 31, 37];

–Usage of data not anticipated in the original informed consent
process [19];

–Re-use in cases where informed consent may not have been
obtained previously [19];

–whether the consent procedure meets the specifications of broad
informed consent [17];

–whether explicit informed consent is required [17];

–whether an informed opt-out procedure can be used [17];

–the proposed usage and/or collections, the storage protocol [17];

–if other measures need to be taken to protect the donor [31];

–the use of personal identifiers, its necessity and how confidentiality
will be protected [17];

–whether individual counselling is necessary when returning genetic
findings [17].
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data because it only applies to the use of personal
data. Our findings lead us to suspect that reviewed
authors define the terms ‘anonymisation’ and ‘pseu-
donymisation’ in different ways. For example, the
terms ‘anonymous’, ‘anonymised’ and ‘de-identified’
seemed to be used interchangeably. Yet there is a
moral difference between collecting data without dir-
ect identifiers and removing those direct identifiers
later on [49]. We recommend that a governance
framework (1) clearly defines the terms it uses and
2) goes beyond simply acknowledging the limits of
anonymity and/or requiring de-identification at all
costs (at the expense of data quality). The key to re-
solving limitations in anonymity lies in the explicit
connection with public trust.
The themes we have identified share considerable

similarities with the moral considerations of a frame-
work for public health ethics [50]. This suggests that
the ethics of international data sharing is probably
best captured by moral duties that arise from the in-
teractions and relationships between health care pro-
fessionals, various public and private actors and the
public. We hasten to mention that our thematic cat-
egorisation is not intended as a new governance
framework in itself. Rather, our thematisation helps
to identify common grounds and to structure various
principles and norms in such a way that the basic
structure of a governance framework becomes vis-
ible. We acknowledge that certain principles could
be categorised as belonging to more than one theme,
and norms and recommendations as serving more
than one principle. With respect to our search strat-
egy, the terms ‘principles’ and ‘norms’ may have
been used differently in the literature and guidelines
than the way in which we defined them. We could
have missed sources that have not used these terms
but in fact do refer to notions that fit our descrip-
tion of principles and norms. Nonetheless, we be-
lieve that the reviewed sources are informative to
the establishment of a governance framework for
data sharing.
This review was also limited to expert-selected

guidelines and a selection of peer-reviewed literature
on the topic of data sharing for health research. We
are aware that our findings, particularly the body of
sources identified by experts, cannot make any
claims to comprehensiveness. A plethora of policy
statements on data access and data sharing exists at
the level of governmental bodies, industry [51], regu-
latory agencies (such as the European Medicines
Agency [52]), and public and private institutions. A
recent publication analysed data sharing guidelines
to explore why data is not shared more broadly in
the medical sciences [53]. Blassime and colleagues

found that three themes were referred to much more
frequently than others, namely: data subjects’ auton-
omy and privacy, and data quality and curation,
though these themes were not given the same appre-
ciation by the different organisations. At the same
time, the authors observed substantial fragmentation in
the landscape of data sharing policies. The findings of
Blassime and colleagues [53] support the results of our re-
view in the sense that central themes (or ‘principles’) were
uncovered but their contextual use varied and thus leads
to under- and sometimes oversharing of health data.

Conclusions
In this study we aimed to capture what principles and
norms have been formulated by (international) collab-
orative working groups and organisations with respect
to responsible data sharing in international health re-
search. We believe that the four themes (societal benefits
and value; distribution of risks, benefits and burdens; re-
spect for individuals and groups; and public trust and
engagement) under which relevant principles and norms
can be grouped, reflect what authors, organisations and
working groups consider aspects of importance to gov-
erning data sharing activities in a responsible manner.
These insights provide helpful leads for further work on
conceptualising a harmonised governance framework for
data sharing in health research. At the same time, our
findings indicate substantial variation in: (1) the phrasing
and level of detail of principles and norms, (2) the num-
ber and content of norms considered necessary to pro-
tect a principle, and (3) the contextual approaches in
which principles and norms are used. Key questions, in
particular how to streamline terminology regarding data
de-identification and how to harmonise the identified
principles and norms into a coherent governance frame-
work, will have to be part of the research agenda.

Appendix 1
Table 7 Breakdown of search terms

“Data-sharing” AND Guideline* AND International*

“Data-linkage” Guidance Supranational*

“Data-intensive” Code* Normative

“Big Data” Recommendation* Moral*

Governance Ethic*

Declaration Legal*

Regulatory

Regulation*

Framework
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